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COPYRIGHT ©2015 Hangzhou Hikvision Digital Technology Co., Ltd.

ALL RIGHTS RESERVED.

Any and all information, including, among others, wordings, pictures, graphs are the
properties of Hangzhou Hikvision Digital Technology Co., Ltd. or its subsidiaries
(hereinafter referred to be “Hikvision”). This user manual (hereinafter referred to
be “the Manual”) cannot be reproduced, changed, translated, or distributed,
partially or wholly, by any means, without the prior written permission of Hikvision.
Unless otherwise stipulated, Hikvision does not make any warranties, guarantees or
representations, express or implied, regarding to the Manual.

About this Manual

This Manual is applicable to Access Controller

Product Name Serials

DS-K2601 Serials Access Controller

Access Controller DS-K2602 Serials Access Controller

DS-K2604 Serials Access Controller

The Manual includes instructions for using and managing the product. Pictures,
charts, images and all other information hereinafter are for description and

explanation only. The information contained in the Manual is subject to change,
without notice, due to firmware updates or other reasons. Please find the latest

version in the company website (http://overseas.hikvision.com/en/).

Please use this user manual under the guidance of professionals.

Trademarks Acknowledgement

HIKVISION and other Hikvision’s trademarks and logos are the properties of
Hikvision in various jurisdictions. Other trademarks and logos mentioned below are

the properties of their respective owners.


http://overseas.hikvision.com/en/
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Legal Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THE PRODUCT
DESCRIBED, WITH ITS HARDWARE, SOFTWARE AND FIRMWARE, IS PROVIDED “AS
IS”, WITH ALL FAULTS AND ERRORS, AND HIKVISION MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION, MERCHANTABILITY,
SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR PURPOSE, AND
NON-INFRINGEMENT OF THIRD PARTY. IN NO EVENT WILL HIKVISION, ITS
DIRECTORS, OFFICERS, EMPLOYEES, OR AGENTS BE LIABLE TO YOU FOR ANY
SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR INDIRECT DAMAGES, INCLUDING,
AMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS
INTERRUPTION, OR LOSS OF DATA OR DOCUMENTATION, IN CONNECTION WITH
THE USE OF THIS PRODUCT, EVEN IF HIKVISION HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

REGARDING TO THE PRODUCT WITH INTERNET ACCESS, THE USE OF PRODUCT
SHALL BE WHOLLY AT YOUR OWN RISKS. HIKVISION SHALL NOT TAKE ANY
RESPONSIBILITES FOR ABNORMAL OPERATION, PRIVACY LEAKAGE OR OTHER
DAMAGES RESULTING FROM CYBER ATTACK, HACKER ATTACK, VIRUS INSPECTION,
OR OTHER INTERNET SECURITY RISKS; HOWEVER, HIKVISION WILL PROVIDE TIMELY
TECHNICAL SUPPORT IF REQUIRED.

SURVEILLANCE LAWS VARY BY JURISDICTION. PLEASE CHECK ALL RELEVANT LAWS
IN YOUR JURISDICTION BEFORE USING THIS PRODUCT IN ORDER TO ENSURE THAT
YOUR USE CONFORMS THE APPLICABLE LAW. HIKVISION SHALL NOT BE LIABLE IN
THE EVENT THAT THIS PRODUCT IS USED WITH ILLEGITIMATE PURPOSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE
LAW, THE LATER PREVAILS.
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DS-K2600 Series Access Controller

Regulatory Information
FCC Information

FCC compliance: This equipment has been tested and found to comply with the
limits for a digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference when
the equipment is operated in a commercial environment. This equipment
generates, uses, and can radiate radio frequency energy and, if not installed and
used in accordance with the instruction manual, may cause harmful
interference to radio communications. Operation of this equipment in a
residential area is likely to cause harmful interference in which case the user
will be required to correct the interference at his own expense.
FCC Conditions
This device complies with part 15 of the FCC Rules. Operation is subject to the
following two conditions:
1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference
that may cause undesired operation.
EU Conformity Statement
This product and - if applicable - the supplied accessories too are
C E marked with "CE" and comply therefore with the applicable
harmonized European standards listed under the EMC Directive
2004/108/EC, the RoHS Directive 2011/65/EU.

2012/19/EU (WEEE directive): Products marked with this
symbol cannot be disposed of as unsorted municipal waste
in the European Union. For proper recycling, return this
product to your local supplier upon the purchase of
equivalent new equipment, or dispose of it at designated
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collection points. For more information see: www.recyclethis.info.

2006/66/EC (battery directive): This product contains a battery

that cannot be disposed of as unsorted municipal waste in the

European Union. See the product documentation for specific

battery information. The battery is marked with this symbol,
which may include lettering to indicate cadmium (Cd), lead (Pb), or mercury
(Hg). For proper recycling, return the battery to your supplier or to a designated
collection point. For more information see: www.recyclethis.info.

Industry Canada ICES-003 Compliance
This device meets the CAN ICES-3 (A)/NMB-3(A) standards requirements.


http://www.recyclethis.info/
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Preventive and Cautionary Tips

Before connecting and operating your device, please be advised of the
following tips:

® Ensure unit is installed in a well-ventilated, dust-free environment.

® Keep all liquids away from the device.

® Ensure environmental conditions meet factory specifications.

® Ensure unit is properly secured to a rack or shelf. Major shocks or jolts to the unit as a

result of dropping it may cause damage to the sensitive electronics within the unit.
® Use the device in conjunction with an UPS if possible.
® Power down the unit before connecting and disconnecting accessories and peripherals.
® Afactory recommended HDD should be used for this device.

® Improper use or replacement of the battery may result in hazard of explosion. Replace
with the same or equivalent type only. Dispose of used batteries according to the

instructions provided by the manufacturer.

A Safety Information

Signs Description
e Follow these safeguards to prevent
Warning serious injury or death.
2 Follow these precautions to prevent
Note potential injury or material damage.
,\'-_'. L The additional information as a
" Tips complimentary of the contents.

AWarnings:
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Please adopt the power adapter from the legitimate factory which can meet the safety extra

low voltage (SELV) standard.
Do not install, wiring, or uninstall when the power is still on.
To reduce the risk of fire or electrical shock, do not expose this product to rain or moisture.

This installation should be made by a qualified service person and should conform to all the

local codes.

If the product does not work properly, please contact your dealer or the nearest service
center. Never attempt to disassemble the camera yourself. (We shall not assume any

responsibility for problems caused by unauthorized repair or maintenance.)

A Note:

Please do not drop the objects on hard surface, and keep the equipment from the magnetic

field. Avoid install the equipment to the vibrated or vulnerable places.

Please do not install the device in the extreme temperature (higher than 65°C or lower than
-20°C)

Keep ventilation.

Do not operate in humid environment.

Do not operate in explosive environment.

Keep the device clean and dry.

Avoid bare electrical wire.

vi



DS-K2600 Series Access Controller

Table of Contents

1 Product DesCription......cccceeeeiiiiiiisiiisisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 3
1.0 OVEIVIBW ..ttt ettt ettt e e et ettt e e bt e e et e e s eabt e e e bbb e e sbbeeesabaeesannneeeas 3
1.2 MAIN FEALUTE ..eiiniiiiieitiee ettt sttt s bt e st e et e e e sbbe e e s e e e s anrneeeas 3

P Y o1 = - T o N 5
2.1 ComMPONENT DESCIIPTION .. uutiiiiiiiiiiitieee ettt e e e e s srrrae e e e s s s rbareeeeeessssareaeeeessssssnnns 5

2.1.1 Access Controller Component Schematic Diagram .........ccccceeeevieeeiiiieecccieeeeciee e, 5

3 Terminal CoNNeCtioN.......ccoiiivimriiiiiiiiiieeiee s ass e s ssaas 7

3.1 Terminals DeSCrIPLION .....vii ittt et e et eseabe e e e stbe e e sabeeeeeabeeeesaeaeennns 7
3.1.1 DS-K2601Terminal DeSCIiPLiON .......ciiciiie ettt et ettt e ette e et evae e esaree e eaens 7
3.1.2 DS-K2602Terminal DeSCriptioN .......cccccieieiiieeceiieecciee et eevee et evae e e saae e 11
3.1.3 DS-K2604 Terminal DeSCriptioN .......ccccuiieeiiieccieee e et eevee e eeiree e eave e e vreeesaeneeen 16

4 Card Reader Installation .........cccccveeeiiiiiiiiiineniiiiiiiiieeee e 22

R T o = B =Y o o = S 22
4.1.1 DS-K2601 External Terminals .....cccoecveereerieenieeee et ste e e s 22
4.1.2 DS-K2602 External TErminals ......ccoeeeereerieeriecee e ste e e e 22
4.1.3 DS-K2604 External Terminals .....cccoecveereerieeiieeiee e see e 22

4.2 Card Reader INStAllation .......cocveeieerieeree ettt 23
4.2.1 The Connection of Wiegand Card REAEN ........ccceeveeriieriieeree e eiee e e 23
4.2.2 RS485 Card Reader CONNECHION......ccuiirierieesiecteesete et este et esteesaee st seeeaeeseae e 24

e B a1 7 1T Y= 48 I ol 24
4.3.3 Installation of Cathode LOCK.......ccveeiieiiiiiieeie e 24
4.3.4 Installation of ANOAE LOCK.......eeeruieriierieiieestie e sie e ste e e ee e e snne e 25

4.4 Connecting the External Alarm DEVICE ......cueeeueeeieereerieeeie e steesee e seee e see e enees 25

4.5 Door Button Wiring DI@gram ......ceeiieiiiiiiieee ettt ee et e e e s e ee e e e e e 26

4.6 The Connection of Magnetics DEteCtioN ........ccecvvereeriieenieeee e 26

4.7 CoNNECEING POWET SUPPIY c..eveeiieeiieeie ettt sttt e s e eneeenees 27



DS-K2600 Series Access Controller

4.8 Arming Region INPUL Terminal .....cc.uiiiiiiiiiiiiecciee ettt e 27
4.8.5 Connecting Normally Open DetECLOr .......cccciiiiiiiieeiiieecieeeciree et 27
4.8.6 Connecting Normally Closed Detector .........cevivuvieeiiieeiiieeeciree et 28

4.9 Fire Alarm MoOdUIE WIFING ..ccccvvieiiiieeiiee ettt ettt e s be e e s sta e s eabe e e saae e e s aaaeas 28

5 SettiNgS covviiiiiiiiiiiiiii e 29

5.1 Initializing the HardWare..........oooiviiiiiiieeciee ettt e aae e e saaa e 29

5.2 Relay INPULE NO/NC ....oociiiiiecieeceeetee ettt ettt et eae e e te e s e e eeteesaseebeesabaesssesbeesaneensaens 29
5.2.1 LOCK REIAY OULPUL .. eeveieeiiie ettt ettt ettt e e e sva e e eab e e e ave e e e abaeesanneeean 29
5.2.2 Alarm Relay OULPUL STATUS ......eiiiiiiieciiie ettt ettt ebae e e sanne e 30

6 Activating the Control Panel ........ccccvviiiiiiiiiiiiiiniiininssesesenen 32

6.1 Activation Via SADP SOFtWAIE .......ccveiriieriienieerte ettt ettt e e sreeseeeaee s 32

6.2 Activation Via ClIent SOftWAIe.......ccceerieirieeeeree ettt e 34



DS-K2600 Series Access Controller

1 Product Description

1.1 Overview

DS-K2600 is a powerful and stable access controller, using the logical architecture design.

DS-K2600 is designed with TCP/IP network interface and its signal processed with special

encryption and can be run offline. Anti-tampering function is also supported.

1.2 Main Feature

The access controller is equipped with 32-bit high-speed processor;

Supports TCP/IP network communication, with self-adaptive network interface. The

communication data is specially encrypted to relieve the concern of privacy leak;
Support recognition and storage of card number with maximum length of 20;

The access controller can store 100 thousand legal cards and 300 thousand card
swiping records;

Supports multi-door interlock function, anti-passback function, multi-card function,
first card open function, super card and super password function, online upgrade

function and remote control of the doors;

Supports tamper-proof alarm for card reader, alarm for door not secured, force
opening door alarm, alarm for door opening timeout, duress card and code alarm,
blacklist alarm and alarm for illegal card swiping attempts reaching the limit.;

The alarm input of controller supports short circuit protection function and
cut-proof function;

Supports RS485 interface and Wiegand interface for accessing card reader. RS485
interface adopts dual-interface design and supports loop breakpoint detection and
redundancy function; Wiegand interface supports W26, W34 and is seamlessly
compatible with third-party card reader with Wiegand interface;

Supports various card types as normal/ disabled/ blacklist/ patrol/ guest/ duress/
super card, etc.;

Various indicators to show different status;
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e  Supports time synchronization via NTP, manual or automatic method,;

e  Supports record storage function when it is offline and insufficient storage space
storage alarm function;

e The access controller has backup battery design, watchdog design and
tamper-proof function;

e Data can be permanently saved after the access controller is powered off.

e  Supports I/0 linkage, and event linkage;

e Supports Ehome protocol, DNS domainn name analysis, and inter-network
communication.

e 500 groups of password under the authentication mode of card and password;
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2 Appearance

2.1 Component Description

2.1.1 Access Controller Component Schematic Diagram

Take DS-K2604 as an example, the component schematic diagram is shown below.
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Figure 2-1 DS-K2604 Component Schematic Diagram



DS-K2600 Series Access Controller

Table 2-1 DS-K2600 Component Description

No.

Component Description

DS-K2601 DS-K2602 DS-K2604

Alarm Relay Output Status (NC/NO)

Network Data Indicator

RS-485 Communication Indicator

Network Status Indicator

Door Relay Output Status (NC/NO) Choice

Battery Charging Indicator

Power Indicator

Charging Completing Indicator

Running Indicator

10

Hardware Initialization and Normal Working

Choice

11

Main board dial-up switch/ Reserved
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3 Terminal Connection

3.1 Terminals Description

3.1.1 DS-K2601Terminal Description
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Figure 3-1 DS-K2601 Terminals
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Table 3-1 DS-K2601 Terminal Description

No. DS-K2601
Al GND Grounding
Lock Power
A2 +12V Power Output of the Lock
A3 Card Reader GND Grounding
A4 Power +12V Power Output of the Head Read
A5 GND Grounding
A6 W0 Wiegand Head Read Data Input Data0
A7 w1 Wiegand Head Read Data Input Datal
Wiegand
A8 Card Reader BZ Card Reader Buzzer Control Output
2 Indicator of Card Reader Control Output
A9 ERR

(Invalid Card Output)

Indicator of Card Reader Control Output

A10 OK
(Valid Card Output)
All GND Grounding
Al12 W0 Wiegand Head Read Data Input Data0
Al13 w1 Wiegand Head Read Data Input Datal
Wiegand
Al4 Card Reader Bz Card Reader Buzzer Control Output
1 Indicator of Card Reader Control Output
A15 ERR
(Invalid Card Output)
Indicator of Card Reader Control Output
Al6 OK
(Valid Card Output)
Arming Arming Region Access Terminal 1 (Only for
B1 Z1
Region Linkage of Alarm Relay Output)
B2 Input GND Grounding
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No. DS-K2601
Arming Region Access Terminal 2 (Only for
B3 Z2
Linkage of Alarm Relay Output)
Arming Region Access Terminal 3 (Only for
B4 Z3
Linkage of Alarm Relay Output)
B5 GND Grounding
Arming Region Access Terminal 4 (Only for
B6 Z4
Linkage of Alarm Relay Output)
B7 D1+
E-Lock Door 1 Door Relay Input (Dry Contact)
B8 D1-
B9 Door S1 Door 1 Door Contact Detector Input
Contact
B10 GND Grounding
Input
B11 Door Open Bl Door 1 Door Open Button Input
B12 Button GND Grounding
Cl +12V DC12V Cathode
Power
c2 GND DC12V Grounding Input
Cc3 BAT+ DC12V Battery Cathode
Battery
C4 BAT- DC12V Battery Anode
RS
C5 Card Reader RS485+ Access
485A+
Cc6 RS 485A- Card Reader RS485- Access
485 Card
c7 GND Grounding
Reader
RS
c8 Card Reader RS485+
485B+
c9 RS 485B- Card Reader RS485-
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No. DS-K2601
c10 GND Grounding
RS
Cl1
485C+
C12 RS 485C-
Access
C13 Controller GND
Reserved
RS485 RS

Cl4

Interface 485D+
C15 RS 485D-
Cl6 GND
c17 NO/NC1

Alarm Relay 1 Output (Dry Contact)
ci18 Alarm com1
C19 Output NO/NC2
Alarm Relay 2 Output (Dry Contact)

C20 com2
D1 c2 Event Alarm Input 2
D2 Event Input GND Grounding
D3 C1 Event Alarm Input 1

10
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3.1.2 DS-K2602Terminal Description
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Figure 3-2 DS-K2602 Terminal Description
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Table 3-2 DS-K2602 Terminal Description

No. DS-K2602

Al Power for GND Grounding

A2 E-Lock +12V Power Output of the Lock

A3 Power for GND Grounding

Ad Card Reader | 412v Power Output of the Head Read

A5 GND Grounding

A6 WO Wiegand Head Read Data Input Data0
A7 w1 Wiegand Head Read Data Input Datal

Wiegand
A8 Card Reader Bz Card Reader Buzzer Control Output
4 Indicator of Card Reader Control Output
A9 ERR
(Invalid Card Output)
Indicator of Card Reader Control Output (Valid
A10 OK
Card Output)

All GND Grounding

Al12 W0 Wiegand Head Read Data Input Data0
Al3 w1 Wiegand Head Read Data Input Datal

Wiegand
Al4 Card Reader BZ Card Reader Buzzer Control Output
3 Indicator of Card Reader Control Output
Al5 ERR
(Invalid Card Output)
Indicator of Card Reader Control Output (Valid
Al6 oK
Card Output)

Al17 Wiegand GND Grounding
A18 Card Reader WO Wiegand Head Read Data Input Data0

12
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No. DS-K2602
Al9 2 w1 Wiegand Head Read Data Input Datal
A20 BZ Card Reader Buzzer Control Output
Indicator of Card Reader Control Output
A21 ERR
(Invalid Card Output)
Indicator of Card Reader Control Output (Valid
A22 OK
Card Output)
A23 GND Grounding
A24 W0 Wiegand Head Read Data Input Data0
A25 w1 Wiegand Head Read Data Input Datal
Wiegand
A26 Card Reader Bz Card Reader Buzzer Control Output
1 Indicator of Card Reader Control Output
A27 ERR
(Invalid Card Output)
Indicator of Card Reader Control Output (Valid
A28 OK
Card Output)
Arming Region Access Terminal 1 (Only for
B1 71
Linkage of Alarm Relay Output)
B2 GND Grounding
Arming Region Access Terminal 2 (Only for
B3 72
Arming Linkage of Alarm Relay Output)
Region Arming Region Access Terminal 3 (Only for
B4 Z3
Linkage of Alarm Relay Output)
B5 GND Grounding
Arming Region Access Terminal 4 (Only for
B6 4
Linkage of Alarm Relay Output)
B7 E-Lockl D1+ Door 1 Door Relay Input (Dry Contact)

13
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No. DS-K2602
B8 D1-
B9 D2+
E-Lock2 Door 2 Door Relay Input (Dry Contact)
B10 D2-
B11 D S1 Door 1 Magnetic Detector Input
oor
B12 Magnetics GND Signal Grounding
B13 Detector S2 Door 2 Magnetic Detector Input
B14 B1 Door 1 Door Button Input
Door
B15 GND Signal Grounding
Button
B16 B2 Door 2 Door Button Input
c1 +12V DC12V Cathode
Power
Cc2 GND Grounding
Cc3 BAT+ DC12V Battery Cathode
Battery
c4 BAT- DC12V Battery Anode
RS
C5 Card Reader RS485+ Access
485A+
c6 RS 485A- Card Reader RS485- Access
c7 CardReader | o\p Grounding
485
RS
c8 Interface Card Reader RS485+
485B+
c9 RS 485B- Card Reader RS485-
ci10 GND Grounding
RS
C11 RS-485
485C+ Reserved
Interface
C12 RS 485C-

14
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No. DS-K2602
C13 GND
RS
Cl4
485D+

C15 RS 485D-
Cle GND
C17 NO/NC1

Alarm Relay 1 Output (Dry Contact)
C18 coOM1
C19 NO/NC2

Alarm Relay 2 Output (Dry Contact)
C20 Alarm CoOM2
c21 Output NO/NC3

Alarm Relay 3 Output (Dry Contact)
C22 COM3
Cc23 NO/NC4

Alarm Relay 4 Output (Dry Contact)
C24 com4
D1 ca Event Alarm Input 4
D2 GND Grounding
D3 c3 Event Alarm Input3

Event Input

D4 c2 Event Alarm Input 2
D5 GND Grounding
D6 C1 Event Alarm Input 1

15
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3.1.3 DS-K2604 Terminal Description
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Figure 3-3 DS-K2604 Access Controller Terminals

Table 3-3 DS-K2604 Port Description

No. DS-K2604
Al Power GND Grounding
Supply of Power Supply of E-Lock Output
A2 +12V
E-Lock
A3 Power GND Grounding

16



DS-K2600 Series Access Controller

No. DS-K2604
Supply of Power Supply of Card Reader Output
Ad Card Reader +12v
A5 GND Grounding
A6 W0 Wiegand Card Reader Data Input Data0
A7 w1 Wiegand Card Reader Data Input Datal
Wiegand
A8 Card Reader Bz Buzzer of Card Reader Control Output
4 Cresset of Card Reader Control Output
A9 ERR
(Invalid Card Output)
Cresset of Card Reader Control Output (Valid
A10 OK
Card Output)
All GND Grounding
Al12 Wo Wiegand Card Reader Data Input DataO
Al3 w1 Wiegand Card Reader Data Input Datal
Wiegand
Al4 Card Reader BZ Buzzer of Card Reader Control Output
3 Cresset of Card Reader Control Output
A15 ERR
(Invalid Card Output)
Cresset of Card Reader Control Output (Valid
Al6 OK
Card Output)
Al7 GND Grounding
Al18 wo Wiegand Card Reader Data Input Data0
Wiegand
A19 w1 Wiegand Card Reader Data Input Datal
Card Reader
A20 2 BZ Buzzer of Card Reader Control Output
Cresset of Card Reader Control Output
A21 ERR
(Invalid Card Output)

17
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No. DS-K2604
Cresset of Card Reader Control Output (Valid
A22 OK
Card Output)
A23 GND Grounding
A24 Wwo Wiegand Card Reader Data Input Data0
A25 w1 Wiegand Card Reader Data Input Datal
A26 Wiegand BZ Buzzer of Card Reader Control Output
Card Reader
1 Cresset of Card Reader Control Output
A27 ERR
(Invalid Card Output)
Cresset of Card Reader Control Output (Valid
A28 OK
Card Output)
Arming Region Access Terminal 1 (Only for
B1 Z1
Linkage of Alarm Relay Output)
B2 GND Grounding
Arming Region Access Terminal 2 (Only for
B3 i z2
Arming Linkage of Alarm Relay Output)
Region
Arming Region Access Terminal 3 (Only for
B4 Input z3
Linkage of Alarm Relay Output)
B5 GND Grounding
Arming Region Access Terminal 4 (Only for
B6 4
Linkage of Alarm Relay Output)
B7 D1+
E-Lock 1 Door 1 Door Relay Input (Dry Contact)
B8 D1-
B9 E-Lock 2 D2+ Door 2 Door Relay Input (Dry Contact)
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No. DS-K2604
B10 D2-
B11 D3+

E-Lock 3 Door 3 Door Relay Input (Dry Contact)
B12 D3-
B13 D4+

E-Lock 4 Door 4 Door Relay Input (Dry Contact)
B14 D4-
B15 S1 Door 1 Magnetic Detector Input
B16 GND Signal Grounding
B17 Door S2 Door 2 Magnetic Detector Input

Magnetics
B18 S3 Door 3 Magnetic Detector Input
Input
B19 GND Signal Grounding
B20 S4 Door 4 Magnetic Detector Input
B21 B1 Door 1 Door Button Input
B22 GND Signal Grounding
B23 B2 Door 2 Door Button Input
Door Button

B24 B3 Door 3 Door Button Input
B25 GND Signal Grounding
B26 B4 Door 4 Door Button Input
C1 +12V DC12V Cathode

Power
Cc2 GND Grounding
Cc3 BAT+ DC12V Battery Cathode

Battery
c4 BAT- DC12V Battery Anode

Card Reader RS

C5 Card Reader RS485A+

RS485 485A+




DS-K2600 Series Access Controller

No. DS-K2604
Cc6 RS 485A- Card Reader RS485A-
c7 GND Grounding
c8 RS 485B+ Card Reader RS485B+
c9 RS 485B- Card Reader RS485B-
c10 GND Grounding
Cl1 RS 485C+
C12 RS 485C-
C13 Access GND
Controller RS Reserved
14
¢ RS485 485D+
C15 RS 485D-
Cl6 GND
C17 NO/NC1
Alarm Relay 1 Output (Dry Contact)
C18 comM1
C19 NO/NC2
Alarm Relay 2 Output (Dry Contact)
C20 Alarm coMm2
c21 Output NO/NC3
Alarm Relay 3 Output (Dry Contact)
C22 COM3
C23 NO/NC4
Alarm Relay 4 Output (Dry Contact)
C24 comM4
D1 c8 Event Alarm Input 8
D2 Event Input GND Grounding
D3 c7 Event Alarm Input 7
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No. DS-K2604

D4 Cc6 Event Alarm Input 6
D5 GND Grounding

D6 Cc5 Event Alarm Input 5
D7 ca Event Alarm Input 4
D8 GND Grounding

D9 Cc3 Event Alarm Input3
D10 C2 Event Alarm Input 2
D11 GND Grounding
D12 C1 Event Alarm Input 1

A Note:

The Alarm input hardware interface is normally open by default. So only the normally
open signal is allowed. It can be linked to the buzzer of the card reader and access
controller, and the alarm relay output and open door relay output.

Arming region alarm input is only for the alarm relay output linkage.

RS485 card ID should be set as 1to 8. For example, the ID of door 1 is 1 and 2 standing
for in and out respectively.

For single-door access controller, the Wiegand card reader 1 and 2 respectively
correspond to the entering and exiting card readers of door 1. For two-door access
controller, the Wiegand card reader 1 and 2 respectively correspond to the entering
and exiting card readers of door 1, and the Wiegand card reader 3 and 4 respectively
correspond to the entering and exiting card readers of door 2. For single-door access
controller, the Wiegand card reader 1, 2, 3 and 4 respectively correspond to the

entering card readers of door 1, 2, 3, and 4.
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4 Card Reader Installation

4.1 External Terminal

4.1.1 DS-K2601 External Terminals

RS RS Door Exit
12v Lock+ Lock- GND GND
+12V. GND 4g5, 485- + GND WO0-1 W1-1 WO0-2 W1-2 + Lod Magnetic Button

Figure 4-1 DS-K2601 External Terminals

SRR X
'?:Ah X

.,

RS RS Door or Exit
+12V GND 83 % +12V GND WO-1 WI-1Lockl+Lockl, Magne‘chND it 1412V GND WO0-2 WI-2 Lock2+ Lock2- MagneuchND I

Figure 4-2 DS-K2602 External Terminals

4.1.3 DS-K2604 External Terminals

+12V. GND RS RS ockl+ Lockl- Door or | Exit or Exit Fire Alarm |
485+ 485- Homic16omen] OND i 25 uan2L0ck2 +L0CK2-Lock3 L0k 3 OND Mo b OC+ Lokd-| L Fire Aam |

PSN0TUSYITUSIITANIIZINIIZI TN TN SN

Figure 4-3 DS-K2604 External Terminals
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4.2 Card Reader Installation

4.2.1 The Connection of Wiegand Card Reader

READER B
POWER ﬁw TEGAND RI*,ADI“.Hj

o _: D = o= W om O
E AR Z s o— N = o=
= = =

TA=a: TAmAmAmdmAmds

O(P eJejelele1e;
T

=olz |27 |E |E
e P ELE
7129 £l1912

L T
o o w 0O
® O O W

I

Wiegand Communication Wiring

Figure 4-4 Wiring diagram of Wiegand card reader

A Note:

You must connect the OK/ERR/BZ, if using access controller to control the LED and

buzzer of the Wiegand card reader.

23



DS-K2600 Series Access Controller

4.2.2 RS485 Card Reader Connection

el
el
+ o z ih
I z 3B &
< o + th
External Terminals
+ |
© |
x|l o ¥ J
2zl alo
ol O o o

Red | Black Yellow | Blue

RS485 Communication Wiring
Figure 4-5 Wiring diagram of RS485

4.3 Installing E-Lock

4.3.3 Installation of Cathode Lock

Normally Open

Lock 1+  Lock 1- Door Magnetics 1 Buton1 (3N Door Maanetics 2

‘ External Terminals

Cathode Lock

Figure 4-6 Wiring diagram of cathode lock
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4.3.4 Installation of Anode Lock

RELAY et
Lock 1+ Lock 1.Dcor Magnetics £g. 00y (GIN[D Door Maanetics 3Button? | oo = Lock2-

Normally Closed
| External Terminals
I:l +

-

Magnetic Lock

Positive Lock

Figure 4-7 Wiring diagram of anode lock

4.4 Connecting the External Alarm Device

Z Z Z z
c o] e = 2 e 9 e
& z  Z z z =z =
2 = 8 58 9 & 9 =
Controller Terminals
ALARM! 2v

Figure 4-8 External Alarm Device Connection
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4.5 Door Button Wiring Diagram

Door Magnetics Door Button (TN L) Door Magnstics 2 Doar Butten 2 Lock 2+ Lock 2- Lock 3+
I_ External Terminals
Door 1 PR.F,SS boor 2 PR.F.SS
Button O Button O
[J [
TO EXIT TO EXIT

Figure 4-9 Power Button Connection

4.6 The Connection of Magnetics Detection

Door Magnetics Door Button(GNT) Door Maanetics2 Door Button Lock 1 Lock2

| External Terminals

Door 2 Magnetics Door 1 Magnetics

| [SHS]| | [CHE]|

Figure 4-10 Magnetics Connection
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4.7 Connecting Power Supply

+Va8y SY
-G8 S
aND

ATT+
(ND
+1Lvd
-Lvd

‘ Terminal of the Controller
+

AC-DC Power supply

Output: DCI12V/IA~

Figure 4-11 Power Supply Connection

4.8 Arming Region Input Terminal

4.8.5 Connecting Normally Open Detector

ON
ON

z =
§ 328338 g8a3
=z =z Z 4
2P E0 83 8 & §
[.:‘1[’:‘1[’:‘1[’:‘1[&1[’:‘1{':‘1[’:‘1 Terminal of the Controller
2.2KQ
T
@ @ Normally Open
3 N
External Anti-theft Detector

Figure 4-12 Normally Open Status
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4.8.6 Connecting Normally Closed Detector

ON

=z = =z

g 8939388 8
£ £ 8 2 8 2 & 2
[ T T O R VC Y N

Terminal of the Controller

Normally Closed

External Anti-Theft Detector|

Figure 4-13 Normally Closed Status

4.9 Fire Alarm Module Wiring

Controller
Power Supply
12v

' |
® @ ® O
® ©® ® 6

]ano

i 12V Relay 24 V Relay

(=

—T® O @ O
¥

; L
® ® L |

Fire Alarm Module
Interface

Power Supply
24V

Figure 4-14 Fire Alarm Module Wiring
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5 Settings

5.1 Initializing the Hardware
Steps:
1. The jumper cap jumps from Normal to Initial.
2. Disconnect the power and restart the access controller, the controller buzzer
buzzes a long warning.
3.  After the buzzer stops, jump the jumper cap back to Normal.

4. Disconnect the power and restart the access controller.

INITIAL  NORMAL
-

Figure 5-1 Initialization Dial-up

A Note:

The initializing of the hardware will restore all the parameters to the default

setting and all the device events are wiping out.

5.2 Relay Input NO/NC

5.2.1 Lock Relay Output
Lock Relay Normally Open Status

Lock 1 Lock 2 Lock 3 Lock 4

RELAY

Figure 5-2 Normally Open Status
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Lock Relay Normally Closed Status

Lockl Lock2 Lock3 Lock4

RELAY @ RELAY RELAY

Figure 5-3 Normally Closed Status

5.2.2 Alarm Relay Output Status
Alarm Relay Output Normally Open

Alarm1l Alarm2 Alarm3 Alarm4

RELAY RELAY

Figure 5-4 Alarm Relay Output Normally Open

Alarm Relay Output Normally Closed

Alarm1 Alarm2 Alarm3 Alarm4

RELAY @ RELAY g RELAY @ RELAY

Figure 5-5 Normally Closed Status
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Work Flow of Software

For detailed information, please see the user manual of the client software.

Refer to the following work flow:

Configure Card l l Mandatory Steps
Stepl [ Dispatcher J - Extension And Results
~ N
Add Controller
Step 2 And Other Device
~—
~ N
Manage Access Controller
Step 3 and Access Control Group
(e —
User and Card
Step 4 L Management )
Configure Time Schedule
Step5 L y
Access Control Permission
Step 6 Management
Step 7 - -
Step 8 - -

Figure 5-6 Software Client Work Flow
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6 Activating the Control Panel

Purpose:
You are required to activate the control panel first before you can use the
control panel.

Activation via SADP, and Activation via client software are supported.

6.1 Activation via SADP Software

SADP software is used for detecting the online device, activating the device,
and resetting the password.

Get the SADP software from the supplied disk or the official website, and
install the SADP according to the prompts. Follow the steps to activate the

control panel.
Steps:
1.  Runthe SADP software to search the online devices.

2. Check the device status from the device list, and select an inactive device.

32



DS-K2600 Series Access Controller

P Tots! numbsr of online devices: 3 & SaveasExcel | @ Rekesn | Mod; Network Parameters
© Device Type IPvdAddiess  Securty Port Softwars Versian 1Pvd Gateway  HTTP Port 1PAddress: 192 0.0 84
001 XHIO000000CK 192168164 Active 8000  Vexoocbuldwooex 19216811 A o 8000
002 XX00DCOCODC 192.16B.164 Inactive 8000  Vexbuldmecos 19216811 80 Subnethlask 2652552550
003 XXIO00COG0OK 192.168.164 Active 5000  Vexxbuild meoox  192.168.11 80 IPvd Gatewar: 182 0.0 1
1PV8 Address:
1PY5 Gatewar,

PG PrefizLengn 0

HTTP Part a0
Devics SerialNo. | XX-XXIOCKKK-XKXNHKK
Enable DHCP
1 Save
Devios Adiivation
HowPassword  sssssass
swong

Confam Password sessssss

3. Create a password and input the password in the password field, and

confirm the password.

STRONG PASSWORD RECOMMENDED- We highly recommend

you create a strong password of your own choosing (using a
minimum of 8 characters, including upper case letters, lower case
letters, numbers, and special characters) in order to increase the
security of your product. And we recommend you reset your
password regularly, especially in the high security system,
resetting the password monthly or weekly can better protect your

product.

4. Click OK to save the password.
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You can check whether the activation is completed on the pop-up window.
If activation failed, please make sure that the password meets the

requirement and then try again.

5. Change the device IP address to the same subnet with your computer by

either modifying the IP address manually or checking the checkbox of

Enable DHCP.
Modify Metwork Parameters
IP Address: 192. 0.0 64
Port: 8000
Subnet Mask: 255.255.255.0
IPv4 Gateway: 192. 0.0 1
IPvE Address:
IPvE Gateway:

IPv6 Prefix Length: 0
HTTP Port: 80
Device Serial No.: XXX
Enable DHCP
Password Save
6. Input the password and click the Save button to activate your IP address

modification.

6.2 Activation via Client Software
The client software is versatile video management software for multiple kinds

of devices.

Get the client software from the supplied disk or the official website, and
install the software according to the prompts. Follow the steps to activate the

control panel.
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Steps:

1.  Runthe client software and the control panel of the software pops up, as

shown in the figure below.

2.  Clickthe E icon on the upper-left side of the page, select Access

Control to enter the control panel.

ﬁ iVMS-4200 Access Control System Cathreen @ @ &5 111
i
. 2% Control Panet e nteracs Conri o Advanced Fu & caomanage Ec
Access Control
Bz=- i :
X 5
Access Control Parmission Configuration
& = Ja=f ! r
| L r
|
LA
Access Control Hardware Configuration System Mamtenance
[d L] = -

3.  Click the Controller Management icon to enter the Controller

Management interface, as shown in the figure below.
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Contral System

Device Managed (1)
Add Device E R Refresh

Hame Type Cannecion ... | Pont BaudRate | Oial-up | Connection St... | Refr.

Fassword
Confirm Pas
K Cancsl
‘Online Devices (5} & Refresh > et
Ada1o Crent A0a Al Device Eai Networt. Resetp..| | ® Actale

Hame Tope. P Port Acivated | Added
4419-06-03-T02 Access Cantialler_DS-KZ804-G 10738168 8000 Yes No.
4419-b6-c1-4250 Access Cantraller_DS-K2604 1073826 8000 Yes No.
44-19-b6-33-45-08 Access Contralier_DS-K2604-G 1020064 8000 No No.
44-19-p6-c1-5a-23 Access Controlier_DS-K1T200EFMFICF  10.7.36.64 8000 ves No.

4.  Check the device status from the device list, and select an inactive
device.

5.  Click the Activate button to pop up the Activation interface.

Add to Client Add All Device Edit Network. Reset P. Filter
Name Type P Port Activated | Added
44-19-6-03-c7-82 Access Controller_DS-K2604-G 107.38.168 8000 Yes No
44-18-D6-c1-42-5¢ Access Controller_DS-K2604 10.7.38.26 8000 Yes No
IMJQ—DEE!ABDE Access Controller_DS-K2604-G 192.0.064 2000 No No
44-19-6-c1-52-63 Access Controller_DS-KIT200EFMF/CF  10.7.38.64 8000 Yes No

6.  Create a password and input the password in the password field, and

confirm the password.
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i‘ji STRONG PASSWORD RECOMMENDED- We highly recommend you create a

strong password of your own choosing (using a minimum of 8 characters,
including upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we
recommend you reset your password regularly, especially in the high security
system, resetting the password monthly or weekly can better protect your

product.

10.

Activate Device x

Password:

ConfirmPas...

oK Cancel

Click OK button to start activation.
Click the EditNetwork... | 1 ,tton to pop up the Network Parameter Modification
interface.

Change the device IP address to the same subnet with your computer by either

modifying the IP address manually or checking the checkbox of Enable DHCP.

Input the password to activate your IP address modification.
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7 Client Operation

7.1 Overview of Access Control System

7.1.1 Description

The access control system is a system of configuring permission of door access. It provides
multiple functionalities, including access controller management, people/card management,
permission configuration, door status management, event search, etc.

This user manual describes the function, configuration and operation steps of Access Control
System. To ensure the properness of usage and stability of the system, please refer to the

contents below and read the manual carefully before installation and operation.

7.1.2 Configuration Flow

Refer to the following flow chart for the configuration order.
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[ Configure the Card Dispenser

v

Configure the Access Controller

v

Configure the Door

v

Configure the Department, Person and Card ]

Y 7

v

Configure the Schedule Template (Week Plan
Holiday Group and Schedule)

Y

A J

Configure and Download the Permission

A J

View Status

YN
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7.2 Device Management

7.2.1 Controller Management

Interface Introduction

leting and

control

Click the icon to enter the controller management

interface.

Device Managed (1)
Add Device Retresh

Name Type Connection Mode | ~ | Pot Refresn

123 Access Controller_DS-K2601  TCPIP 101638164 8000

Onfine Davices (0) @ Refresh

Name Type ® Port Activaed | Added

The interface is divided into 2 parts: device management and online device detection.
Device Management:

Manage the access control devices, including adding, editing, deleting, and batch time
synchronizing functions.

Online Device Detection:

Automatically detect online devices in the same subnet with the access control server, and
the detected devices can be added to the server in an easy way.

i
j The control client can manage 100 access controllers at most.
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Device Management

Adding Controller

Steps:
1. Click the Add DevICe | 1 onter the add access controller interface.
Mame:
Type: Access Controller_DS-K2601 -
Connection Method: TCRIP e
Address:
Port: 8000
Baud Rate:
Dial-up: 1
Account:
User Mame:
Fassword:
Add Cancel
2. Input the device name.
3. Select the access controller type in the dropdown list.
4. Select the connection mode in the dropdown list: TCP/IP, or COM port, or Ehome.
TCP/IP: Connect the device via the network.
Ehome: Connect the device via the Ehome protocol.
5. Set the parameters of connecting the device.

If you choose to connect the device via network, you should input the IP address and

port No. of the device, and set the Dial-up value to 1.

If you choose to connect the device via Ehome protocol, you should input an account.
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]

‘ For the detailed information about the account, refer to 15.1.3.

Add

6. Click the button to finish adding.

You can click Status to check the detailed status of the controller, and click Remote

Configuration to configure the settings of the controller.

Editing Device (Basic Information)
Purpose:

After adding the device, some advanced parameters can be configured in the editing device
interface, e.g. downloading hardware parameters, reading hardware parameters, time

synchronizing, configuring access point, etc.
Steps:

1. Inthe device list, click Edit button to edit the information of the selected added device.

Edit Access Controller x

Hardware Par_.. | ReadingHard..| | Time Setings | Network Setiings | Linked Captur.
“@ Readerin_1
“@ ReaderOut_2 Name: 123
Connection Metnod: TCPIP ~
Address 10.17.138.332
Fort: 8000

Baud Rate

Dial-up: 1

Account:

User Name: admin

Password o

Enable Holiday

Edit Cancel

2. Edit the basic parameters of the device on your demand, which are the same as the
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ones when adding the device.

3. (Optional) Check the checkbox of Enable Holiday to enable the holiday parameters
when downloading permissions.

4. Click the Edit button to finish editing.

5. Click the Hardware Parameters Downloading button to download the updated

parameters to the local memory of the device.

Editing Device (Door Information)

Edit Access Controller x
Hardware Par._. Reading Hard Time Settings Network Settings | Linked Captur.
“@ Readerin_1

ftems. Options Value

“@ Readerout 2
Door Magnetic Remain Closed ~

Exit Button Type Remain Open ~

Doar Locked Time (s) 5
Door Open for Disabled Person 15
Door Open Timeout (s) 30

Enable Lock Door when Door Close Yes ~

Duress Code

Super Password

Disrmiss Code (Max 8 digits )

Restore De

Edit Cancel

Steps:
1. Inthe editing interface, click the Door_1 button to edit the information of the selected

door.

1) Door Magnetic: The Door Magnetic is in the status of Remain Closed (excluding
special conditions).

2)  Exit Button Type: The Exit Button Type is in the status of Remain Open (excluding
special conditions).

3) Door Locked Time(s): After swiping the normal card and relay action, the timer for
locking the door starts working.

4) Door Open for Disabled Person: The door magnetic can be enabled with
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appropriate delay after disabled person swipes the card.
5) Door Open Timeout(s): The alarm can be triggered if the door has not been close
6) Enable Lock Door when Door Close: This function has not been supported yet.
7) Duress Code: The door can open by inputting the duress code when there is a
duress. At the same time, the access system can report the duress event.
8) Super Password: The specific person can open the door by inputting the super
password.
2. Click the Restore Default Value to restore all parameters into default settings.
Click the Edit button to save parameters.
4. Click the Hardware Parameters Downloading button to download the updated

parameters to the local memory of the device.

Editing Device (Card Reader Information)

Edit Access Controller x

Hardware Par.. | Reading Hard. Time Setiings  Metwork Seftings| | Linked Captur.
-4 13 Basic Information Expansion Information
4§ ReaderOui_2 Name ReaderIn_1
Dial-up: 1
Account
User Name:
Password:
Edit Cancel
Steps:

1. In the device list, select a card reader name to enter into the card reader information
editing interface.
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Click the Basic Information button to edit the basic information about the card reader.
Click the Expansion Information button to edit the expansion information about the
card reader.

Click the Edit button to save parameters.

Click the Hardware Parameters Downloading button to download the updated

parameters to the local memory of the device.

Deleting Device

Steps:

1.

In the device list, select a device by clicking it, or select multiple devices by pressing Ctrl

button on your keyboard and clicking them one by one.

Delete

Click the button to delete the selected device(s).

Click OK button in the popup confirmation dialog to finish deleting.

Information x

Delete the selected items?

OK Cancel

Bulk Time synchronization

Steps:

1.

In the device list, select a device by clicking it, or select multiple devices by pressing Ctrl

button on your keyboard and clicking them one by one.

2.  Click the Bulk Time Adjustment button to start time synchronization.
A message box will pop up on the lower-right corner of the screen when the time
synchronization is completed.

Status
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In the device list, you can click Status button to enter view the status.
Steps:
1)  Door Status: The status of the connected door.
2)  Host Status: The status of the host, including Storage Battery Power Voltage, Device
Power Supply Status, Multi-door Interlocking Status, Anti-passing Back Status, Host
Anti-Tamper Status.
3)  Card Reader Status: The status of card reader.
4)  Alarm Input Status: The alarm input status of each port.
5)  Alarm Output Status: The alarm output status of each port.

6)  Event Sensor Status: The event status of each port.

Remote Configuration
In the device list, you can click Remote Configuration button to enter the remote
configuration interface. On this this interface, you can set the access parameters, enable the

face detection function, and so on.

Jal Remote Configuration 2]
4 & system Configure Acs Paramters.
& Device Infor...
% General Downstream RS485 communication backup
@ Time
@ System Mai Display face detection picture
i@ Rs485 Display card
& Security
Display user information
@ Network
& Alarm Superimposed user information E
4 @ Others
e Enable voice prompts
@ Acs Parame
& Acs Picture ... Upload pictures to capture whether the linkage
6‘“"' kaceDelech Save interact capture picture
2 Operation
@ Status Enable manually entering card no
P
Al

Purpose:
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In the network settings interface, the network settings of the device can be uploaded and

reported.

Uploading Mode Settings

Network Settings x

Upload Mode Settings | Network Center Seftings Wireless Communicati..

Center Group: Center Group1 ©
Enable

Report Type: Alarm Data

Upload Mode.. Main Ch. off

Backup... Ooff

oK

Steps:

1. In the access controller editing interface, click Network Settings button to enter the
network settings interface.

Click the Uploading Mode Settings button.

Select the center group in the dropdown list.

Tick the Enable to enable the selected center group.

Select the report type in the dropdown list.

o v A W N

Select the uploading mode in the dropdown list. You can enable N1/G1 for the main
channel and the backup channel, or select off to disable the main channel or the backup

channel.
‘ The main channel and the backup channel cannot enable N1 or G1 at the same time.
7. Click the OK button to save parameters.

Network Center Settings

47



DS-K2600 Series Access Controller

Network Settings

Upload Mode Setings | Network Center Settings Wireless Communicati

Network Center:  Center1 v

Address Type: P v

IP:

Port

Protocol Type:  Private v

AccountName:

Network Settings

Upload Mode Setings | Network Center Settings Wireless Communicati

Network Center:  Center! v
Address Type: Domain Name v
Domain Name:

Port

Protocol Type: Private v

AccountName:

oK oK

Steps:

1. In the access controller editing interface, click Network Settings button to enter the
network settings interface.

2.  Click the Network Center Settings button.

3. Select the network center in the dropdown list.

4. Select the address type in the dropdown list: IP, or Domain Name.
IP: Input the IP address, and port No..
Domain Name: Input the domain name, and port No..

5. Select the protocol type: Ehome.

6. Setan account name for the network center. A consistent account should be used in one

platform.

~

Click the OK button to save parameters.

. In the Ehome protocol, the default port number is 7661, and the port type should be
UDP port. Related settings files need modifying if the port type does not match.
. The port No. of the wireless network and wired network should be consistent with the

port No. of Ehome.
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7.2.2 Access Control Point Management
Interface Introduction

Access Control Point
The adding, deleting and
editing of person and

. department. .
Click the icon on the control panel to enter the door

management interface.

Add Group Delete Gro Access Control Point under Group Test_1

P impon Ean Delete Fitler

B Test2

123_Doort 123 i
B Test:
W Test s

Group Management
The doors can be added to different groups to realize the centralized management.
Door Management

Manage the specific door under the door group, including importing, editing and deleting

door.

Group Management
®  Adding Group

Steps:

1. Clickthe = AGdGOUD | onto pop up the Add Group dialog.
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Add Group x

Mame: group 1

0K Cancel

OK

2. Input the group name in the text field and click the button to finish

adding.
g\: |
Multi-level groups are not supported yet.

[ ] Editing Group
Steps:

Double-click the group or right-click the group and select Edit in the right-click menu.

®  Deleting Group

To delete a group, three ways are supported.

@ Click to select a group and click the Delete Group yton,

€ Right-click a group and select Delete in the popup menu.
€  Move the mouse onto the group and click icon of it.

And then click the OK button in the popup window.
Access Control Point Management
Access control points under the group can also be edited, refer to the following instructions.

L] Importing Access Control Point
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Steps:
. Impaort . . .
1. Click the button to pop up the access control point importing
interface.

2. Select an access control point to import by clicking it.

3. Click to select a group in the right side bar to import to.

4. Click fmpe button to import the selected access control points or click
Import All to import all the available access control points.

5

‘ You can click button on the upper-right corner of the window to create a new

group.

The control client can manage 100 access control points at most.

®  Editing Access Control Point

Steps:

Edit

1. Click to select an access control point in the list and click the button to

edit the access control point.

2. Edit the Door Name and Position.

3. Click 2.1 button to finish editing.

i
‘ you can also enter the Edit interface by double clicking the door from the list.
®  Deleting Access Control Point

Several ways are supported to delete the access control point, as shown below.

@ Click to select a group in the group list, select door(s) under it, and click

Delete button.
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€  Click to select a group in the group list, and click Delole button to delete all
access control points under the group.
€ Move the mouse onto a group in the group list, and click button to delete all

access control points under the group.

i

‘ You can also edit/delete a door on the Import Access Control Point panel.

Import Access Control Point x

Access Control Point Group

Search... o] Search 2]
T — =

10.7.52.106_Door1

import

Import All

Steps:

1. Select a control point on the Group panel.

2. Click the / Hicon to enter the Edit Access Control Point panel or to delete the

control point.

7.3 Permission Management

7.3.1 Person Management

Interface Introduction

ﬁ. Person Management

Jed  The adding, deleting and
editing of access control

Click the e o icon on the control panel of the software.

Adding, editing, deleting and filtering of the department and person are supported in this

interface.
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Add Depart Delete Der Person List
2 Add Person Edit Delete Filter
5 _ Name Gender 1D Type 1D No. Contact Phone No
Fiona Female D J000000OKXKINVOXXXK
Cathreen Female Social Security Card  XOOOOOKNKKKNKNNXX
Lela Female D JO00000OQONKKKKK
Shanna Female Driver's License JOOOOOOXKX
Olivia Female D JO00000OKKKKXX
Steave Male D JOOOOOOONKKXX
Mike Male Passport JOO0000ONNKKKXX
John Male Officer ID JOO0000OONKKKKKX
Jack Male StudentID 000000
Sunny Female StudentID 000000
Total:10 Paget/1 4 4 > M Goto

Department Management

Steps:

Add Depart_..

1. In the department list, click button to pop up the adding

department interface.

Add Department x

Upper Depart...  Defadlt

Department Ma...

oK Cancel

OEE

m

z

®  Multi-level department system can be created. Click a department as the
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Add Depart.__.

upper-level department and click button, and then the added

department will be the sub-department of it.
(] Up to 10 levels can be created.

2. You can double-click an added department to edit its name.

Delete Depa. ..

3. You can click to select a department, and click the button to delete

®  The lower-level departments will be deleted as well if you delete a department.
[ J Make sure there is no person added under the department, or the department

cannot be deleted.

Person Management

[

[Noe]

i In the person management interface, double-click the person name or click the Edit
button to edit the person information.

i In the person management interface, click the Delete button to delete the person.

d Up to 2000 persons ban be added.

[ ] Inputting General Information

Steps:

Add Person

1. Select a department in the list and click the in the person information

list to pop up the adding person interface.
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Person Information x

General Fingerprint

Person No.: 15111114390

Person Name:

Gender: ®  Male Female

ID Type: D g

1D No.. Upload Picture
Belongto Dep... Defaul

Contact No.:

Contact Address:

Save Cancel

2. Input the Person Name (required), Gender, ID Card, etc., upload the photo of the person

and click the Save icon to finish adding.

=
|
j The format of the photo should be .jpg, or .jpeg.

3. You can double-click an added person to edit its information.

Delete

4. You can click to select a person, and click the button to delete it.

Information x

Confirm deleting selected person

OK Cancel

If a card is associated with the current person, the association will be invalid after the
person is deleted.
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[ ] Inputting Fingerprint
Steps:

1. Inthe personal information interface, click the Fingerprint button.

General Fingerprint

AtartRegister  MDelete Fing... [ Delete Al

Tips: Lift and rest your finger on the fingerprint scanner twice to compl...

Save Cancel

2. Click the Start Register button, and select the fingerprint to be input.

3. Click the Save button to save the parameter.

[NoTe]

Click the Delete Fingerprint button to delete the fingerprint.
. Click the Delete All button to clear all fingerprints input.
. The fingerprint associated functions are only supported by device with fingerprint

recognition module.

i The fingerprint associated functions are only supported by device with fingerprint

recognition module.
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7.3.2 Card Management
Interface Introduction
Card Management

“L A The management of card.

Click on the control panel of the software to enter the card

management interface.

Empty Card Normal Card Card Reported Loss
Empty Card List
Add Card Issue Card Delete Filter
Card No Status
0001 Empty Card
0002 Empty Card
0003 Empty Card
0004 Empty Card
0005 Empty Card

The cards are divided into 3 types: Blank Card, Normal Card, and Lost Card.
Blank Card: A card has not been issued with a person.
Normal Card: A card is issued with a person and is under normal using.

Lost Card: A card is issued with a person and is reported as lost.

Blank Card
®  Adding Card

Before you start:

Make sure a card dispenser is connected to the PC and is configured already. Refer to Section

0 Card Dispenser Configuration for details.

Steps:

1. Click the AddCard | tton to add cards.

2. Two modes of adding cards are supported.

Adding Single Card

Choose the Single Add as the adding mode by clicking the to '® and input the
Start Date, Expiring Date and Card No. in the text field.
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Add Card x

Adding Meth... ®  Add One Bulk Adding
Activation Da_. 2015-07-29 00:00:00  [iD
Expiry Date: 2036-12-31 00:00:00 E’_‘E

Enter card Mo

Ok Cancel

Batch Adding Cards

Choose the Bulking Adding as the adding mode by clicking the to ' and input
the activation date, expiry date, start card No. and last card No. in the corresponding
text fields.

o
‘ The start card No. and the last card No. should be in the same length. E.g., the

last card No. is 234, then the start card No. should be like 028

Add Card x

Adding Meth... Add One 3 Bulk Adding
Activation Da...  2015-07-3100:00:00 [5D
Expiry Date: 2036-12-31 00:00:00 fﬂ

Start card Mo.:

End Card Mo.:

OK Cancel

58



DS-K2600 Series Access Controller

3. Click the 0K button to finish adding.

4. Click an added blank card in the list and click lssue Card button to issue the card

with a person.

"
\
j You can double click the blank card in the card list to enter the Issue Card Page.

Issue Card x

Card No.: 001
Please choose responding person for card:
Search o]

& Default

Sa Office 1

Please choose responding fingerprint for card:

Tip: Please collect fingerprint data on device.

OK Cancel

5. Click to choose a person on your demand in the popup dialog box, select a fingerprint,

OK

and click to finish.

5
[[Nore]

i The issued card will disappear from the Blank Card list, you can check the card

information in the Normal Card list.
i Up to 2000 cards can be added.
i The fingerprint associated functions are only supported by device with fingerprint
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recognition module.

[ ] Deleting Card

You can click an added blank card in the list and click Delete button to delete the
selected card.

Normal Card

Click the Mormal Card tab in the card management interface to show the Normal Card

list. You can view all the issued card information, including card No., card holder, and the

department of the card holder.

Empty Card Normal Card Card Reported Loss

Normal Card List
Card Change Retum Card Report Card L. Password Seft Filter

Card No. Status Card Holder Name Department

0001 Normal Card Lela Market Department
0002 Normal Card Qlivia Market Department
0003 HNormal Card Shanna Market Department
0004 Normal Card Sam Market Department

0005 Normal Card Lemon Market Department

€ Click to select a card and click the Card Change button to change the associated card
for card holder. Select another card in the popup window to replace the current card.

€  Click to select an issued card and click the Return Card button to cancel the association
of the card, and then the card will disappear from the Normal Card list, which you can
find it in the Blank Card list.

@ Click to select an issued card and click the Report Card Loss button to set the card as
the Lost Card, that is, an invalid card.

@ Click to select an issued card and click the Password Settings button to set the
password for the card, set the password in the text filed and click the OK button to

finish setting.
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Password Settings

Card No.: 123

Card Passwaord:

Ok Cancel

i
NOTE

The password will be required when the card holder swiping the card to enter to or exit
from the door if you enable the card & password authentication on the advanced

configuration page.

Lost Card

Card Reported Loss

Click the tab in the card management interface to show the Lost Card list.

You can view all the lost card information, including card No., card holder, and the

department of the card holder.

Empty Card Normal Card CardReported Loss
Card Loss List
CancelCardL..| | Card Replace Filter

Card No. Status Replace carg? Card Holder Name Department

123 Card Reported Loss No Lela Default

€ Click the Cancel Card Loss button to resume the card to the normal card.
€ Click the Card Replacement button to issue a new card to the card holder replacing for
the lost card. Select another card in the popup window as the new card and the

predefined permissions of the lost card will be copied to the new one automatically.
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7.3.3 Schedule Template
Interface Introduction

= Template
[/ The adding, deleting and
\ 2/ editing of duration, week

Click EEE RN on the control panel of the software to enter the schedule

template interface.

[@  weekPian = HolidayGroup [ Template
°F Add Week. 3 Delete Wee Property H sae
Search o]
| Disable Week Plan by Def.
Remark Enabling week plan will take efiect af all the card usage in one
wesk, and cannot he edited and deleted
B copyto *® Delete Du T Clear Dur.

[

Sunday

There are 3 settings in this interface: Week Plan, Holiday Plan, and Template.

Setting Week Plan
®  Adding Week Plan

System defines 2 kinds of week plan by default, Enable Week Plan by Default and Disable

Week Plan by Default. You can define custom plans on your demand.
Steps:

1. Click the Add Week Plan button to pop up the adding plan interface.
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Add Week Plan x

Week Plan Ma...

Ok Cancel

2. Input the name of week plan and click the OK button to add the week plan.

3. Select a week plan in the plan list on the left-side of the window to edit.

4. Click and drag your mouse on a day to draw a blue bar on the schedule, which means in
that period of time, the configured permission is activated.

5. Repeat the above step to configure other time periods.
Or you can select a configured day and click the Copy to Week button to copy the same

settings to the whole week.

(] Deleting Week Plan
€  Click to select a configured duration and click the Delete Duration button to delete
it.
€  Click the Clear Duration button to clear all the configured durations, while the week
plan still exists.

€  Click the Delete Week Plan button to delete the week plan directly.

Setting Holiday Group
®  Adding Holiday Group

Steps:

1. Click the Add Holiday Group button to pop up the adding holiday group interface.
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Add Holiday Group

Holiday Group...

oK Cancel

2. Input the name of holiday group in the text filed, and click the

add the holiday group.

3. Click the - Addholiday

duration of the holiday.

‘ At most 16 holiday periods can be added.

Holiday list

Seria... | Starl Time

1 2014-10-28

2 2014-10-30

3 2014-11-05

4 2014-11-10

(&

FE

&

e

End Time

2014-10-20 [

2014-11-01 [i

2014-11-08 [T

2014-11-12 [

. Add holiday -« Previous

Duration

oo

a0

a0

]

0z 04 0B D3 10 12 14 18 18 20 22
0z 04 06 08 10 12 14 16 18 20 22
0z 04 08 08 10 12 14 18 18 20 22

0z 04 06 08 10 12 14 1B 18 20 22

oK

24

24

24

24

button to

icon to add a holiday in the holiday list and configure the

P Nex

Opera...

1) Click and drag your mouse on a day to draw a blue bar on the schedule, which

means in that duration, the configured permission is activated.

2) Click to select a configured duration and click the x to delete it.
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3) Click the to clear all the configured durations, while the holiday still exists.

4) Click the R o delete the holiday directly.
4. Click the EH  save button to save the settings.
Lo
‘ The holidays cannot be overlapped with each other.
Setting Schedule Template
The schedule consists of week plan and holiday group; you can only choose which plan and
group to enable in the schedule template configuration interface. Configure the week plan

and holiday group before configuring the schedule template.
o
‘ The priority of holiday group schedule is higher than the week plan.

Steps:

Add schedul__.

1. Click the to pop up the adding schedule interface.

Add Template x

Template Mame:
Ok Cancel

K

2. Input the name of schedule in the text filed, and click the button to add

the schedule.

3. Select a week plan you want to apply to the schedule.

Click the Week Plan tab and select a plan in the dropdown list.
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@ Week Plan ] Holiday Group = Template
<~ Add Template| | =i Delete Tem .|  Property H  sae
Search 2

i) Derault Enable Schedule T Template Name: [Tempiate_1

[ DefaultDisable Schedule.

(@ weekpian | | Holiday Group

Week P..  Enable Week Plan by Default | -

I

Sunday

4. Select holiday groups you want to apply to the schedule.

5
At most 4 holiday groups can be added.

[T week Plan |} Holiday Group

Holiday Group to be Selected The selected holiday group
Search P SerialMo. | Holiday Group Ma... Remark
Holiday_1 1 Holiday_1
; Add
¥ Delete
M Clear

€@ Click to select a holiday group in the left-side list and click the ld

to add it.
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€ Click to select an added holiday group in the right-side list and click the

X Delete to delete it.

® Clickthe [ Clear to delete all the added holiday groups.
5. Click the EH  save button to save the settings.

7.3.4 Door Status Management

Purpose:
The function of Door Status Management allows you to schedule weekly time periods for a

door to remain open or closed.

Status Duration
Configure the door state
L 2/ Durations.

Click the icon on the control panel to enter the interface.

== Control Panel F c [i@ Status Duration

Access Control Lis (4 Access Control. | Door Status Configuration CopyTo H save
Search.. 2

10.7.52.106_Door1 IRemain Open MRemain Closed [E)copy to whole w X Delete dur O Clear

Honday

Tuesday

Wednesday

Thursday

Saturday

Sunday

Steps:
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1. Enter the Door Status Management page.
2. Click and select a door from the door list on the left side of the page.

3. Draw a schedule map.

Remain Open Bkemain Closed

1) Select a door status brush on the

upper-left side of the Door Status Settings panel.

Remain open: the door will keep open during the configured time period. The

brush is marked as yellow.

Remain Closed: the door will keep closed during the configured duration. The

brush is marked as blue.

2)  Click and drag the mouse to draw a color bar on the schedule map to set the

duration.
Door Status Configuration Copy o EH save
" Remainopen | B Remain Closed [ Copy to Whole % Delete Du. T Clear
a0 02 04 08 08 10 1z 14 16 18 20 22 24
mE
® The min. segment of the schedule is 30 mins.
® You can copy the configured time periods of a day to the whole week.

68



DS-K2600 Series Access Controller

Steps:
1. Select a day which has already been configured.

|
2. Click on @Cnpytnwhnlew_.. to copy the time periods to the whole week.

4. Edit the schedule map.
®  Edit Duration:

Click and drag the color bar on the schedule map and you can move the bar on

the time track.

Click and drag the mouse on the ends of the color bar and you can adjust the
length of the bar.

® Delete a Duration:

Click and select a color bar and click m. to delete the time period.

®  Clear All Durations:

Click Clear to clear all configured durations on the schedule map.

5. clickon B 53 | 5 e the settings.

6. You can copy the schedule to other doors by clicking on Comy.in and select the

required doors.
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Copyto

Flease select the access control point to copy.

Search p

'_

OK Cancel

7. Clickon & Access Control... to enter the Download Door State page.
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s Downloading

Flease choose access control point to download duration.

Search P

'_

oK Cancel

8. Select a control point and click OK to download the settings to the system.
7.3.5 Interact Configuration

Interact Configuration
1. Case, event/card
interaction configuration.

Click on the control panel of the software to enter the interact

configuration interface.
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Case Trigger Event Card Interact Client Interact

Case List & Apply Property. H  sae
Search P
e Reader Buzzer: Note Property
Case_2
Alarm Output Name Property
Door(Open/Close): | Name Remain Open Remain Closed

In this interface, you can set alarm linkage modes of the access host, including case trigger,
event card interact, and client interact.

Case Trigger

Purpose:

The case (refer to the triggers of the controller) can be linked to some actions (e.g., alarm

output, host buzzer) when it is triggered.

Steps:
. Case Trigger . .
1. Click the button to enter the case trigger interface, and select a
case.
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Case Trigger Event Card Interact Client Interact

Case List & Apply Property H sae
rch )
' Host Buzzer. Not Trigger b
123
I Fropery
Case_2 ReaderIn_1 Not Trigger ¥,
Reader Out_2 Not Trigger
/' Alarm Output Name: Property

Alarm Output_1 Not Trigger -
Alarm Output_2 Not Trigger v

¥ Door(Open/Close): | Name Remain Open Remain Closed

123_Door1 Not Trigger ~ | Not Trigger v

2. Check the checkbox of the corresponding linkage actions and set the property as Trigger

to enable this function.

Host Buzzer: The audible warning of controller will be triggered.

Reader Buzzer: The audible warning of card reader will be triggered.

Alarm Output: The alarm output will be triggered for notification.

Door (Open/Close): The door will be open or closed when the case is triggered.

3. Click the Save button.

4. Click the Apply button to take effect of the new settings.

‘ The Door cannot be configured as open or closed at the same time.
Event Card Interact

In the Interact Configuration interface, click the Event Card Interact button to enter the

settings interface.
®  Event Linkage

In the Event Interact interface, the linkage alarm action, after triggering alarm event, can be
set. The alarm event can be divided into four types: event device, event input alarm, door

event, and card reader event.
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Steps:

. Event Card Interact .
1. Click the button to enter the event card interface

2. Select the host to be set from the host list.

3. Clickthe | ' Add button to start setting the event linkage.
Case Trigger Event Card Interact Client Interact
Host List & Apply Event card linkage detailed information Add Delete H save
Search ol ® EventLi_. Eventdevice ~ Device Tampering Alarm CardLi.
Controller_ NotTrigger ~ Snapshot | Not Trigger o
Card reader b.. Alarm out
Name Name Name Name
Readerin_1 Not Trigger | Alarm Output 1 Mot Trigger | ¥

Reader Qut_2 Not Trigger | ~
Door

Name Open Close Normally Gpen | Normally Close

123_Doort NotTrigger | ~  NotTrigger | v |NotTrigger | “ | NotTrigger |

4. Click the radio button of the event linkage, and select the event type from the

dropdown list.
5. Set the linkage target, and set the property as Trigger to enable this function.
Host Buzzer: The audible warning of controller will be triggered.
Snapshot: The real-time capture will be triggered.
Reader Buzzer: The audible warning of card reader will be triggered.
Alarm Output: The alarm output will be triggered for notification.

Door: The door status of open, close, normally open, and normally close will be

triggered.

6. Click the i save button to save parameters.

7. Click the Apply button to download the updated parameters to the local memory of the

device.
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=
“.: The door status of open, close, normally open, and normally close cannot be
triggered at the same time.

®  Card Linkage

In the Event Interact interface, the linkage alarm action, after triggering the card number, can

be set.

Steps:

. Event Card Interact .
1. Click the button to enter the event card interface

2. Select the host to be set from the host list.

3. Clickthe | ' Add button to start setting the event linkage.
Case Trigger Event Card Interact Client Interact
Host List & Apply Event card linkage detailed information Add Delete H save
Searth L EventLi.. Event Devic ing Alarm ® CardLi
Card Reader
Serial No. Name
0 Reader In_1
1 Reader Out_2
Linkage target
Controller. Not Trigger v Snapshot Mot Trigger =
Cardreader b.. Alarm out
Name Name Name Name
ReaderIn_1 NotTrigger | ~ Alarm Output_1  NotTrigger | v
Reader Out_2 Not Trigger | >
Door
Name Open Close Normally Open | Normally Close
123_Door1 Not Trigger | ¥ ' MotTrigger | ¥  NotTrigger | ¥ ' MotTrigger | ¥

4. Click the radio button of card linkage, and input the card number.
5. Select the event source, and check the checkbox of the card reader’s serial number.

6. Setthe linkage target, and set the property as Trigger to enable this function.

Controller Buzzer: The audible warning of controller will be triggered.
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Snapshot: The real-time capture will be triggered.
Reader Buzzer: The audible warning of card reader will be triggered.
Alarm Output: The alarm output will be triggered for notification.

Door: The door status of open, close, normally open, and normally close will be

triggered.

7. Click the i save button to save parameters.

8. Click the Apply button to download the updated parameters to the local memory of the
device.

| =

‘ The door status of open, close, normally open, and normally close cannot be

triggered at the same time.

7.3.6 Access Permission Configuration

Click the

Access Permission Settings
Purpose:

You can allocate permission for people/department to enter/exist the control points (doors)

in this section.
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Steps:

1. Enter the Permission page.

- Add Permi...

2. Click on icon on the upper-left side of the page to enter the Add

Permission page.

(1 Chaose Type

By Porson

By Department

By Door Group

D By Access Control Point

3. Select an adding type in the Select Type interface.

€@ By Person: you can select people from the list to enter/exit the door.

€ By Department: You can select departments from the list to enter/exit the door.
Once the permission is allocated, all the people in this department will have the
permission to access the door.

€ By Access Control Point: You can select doors from the door list for people to
enter/exit.

€ By Door Group: You can select groups from the door list for people to enter/exit.
The permission will take effect on the door in this group.

4. Click Next to enter the Permission Settings interface.
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New Access Control Permission x
Template: Default Enable Schedule Template "

(3) Permission
= Settings Please choose person. Please choose the access control point and the.

Search [<] Search i)

re —

E 123_poor1

Previous Done Cancel

5. Click on the dropdown menu to select a schedule template for the permission.

Template: Default Enable Schedule Template =

-
[Nore]

The schedule template must be configured before any permission settings. Refer to Section

7.3.3 Schedule Template for detailed configuration guide.

6. Select people/ department and corresponding doors/door groups from the appropriate

lists.
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Flease choose person. Flease choose the access control point and the._..
Search o Search o
= |m| 5= Default Access Control Point Door Group

& shannar + [l Test_Door1

& steve

o
[NoTe]
The lower-level of department will also be selected if the highest-level of department is

selected,

7.  Click the Done button to complete the permission adding.

8. Click Start Downloading  , onter the Download Permission page.
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Download Permission x

D ing.... ] All

Please choose controller to download.

Search ol
e
& 123
OK Cancel

9. Select a control point and click the OK button, to enter the download result interface, to

download the permission to the device.

Download Result
Permission DownloadP.. Downloaded (100%)
Filter
Device Progress Result Remark
123 100% All Succee..

Close
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Access Permission Searching

Purpose:

After the permission settings being completed, you can search and view permission assigning
condition on the searching interface.

Steps:

1. Enter the Permission page.

AsgPem._| Dele Stat Downiozding
MajorType: By Stafi ¥ MinorType  AccessConralPuint | v Keyword Searh Reset
Name Department Access Conrol Point Template

2. Enter the search criteria (main type/minor type/Keyword).

Add Perm. Delete Permis Start Downloading
Maijor Type: By Staff ~ Minor Type: Access Control Point > Keyword Search Reset
3. Click Search to get the search results.
Add Perm.. Delete Permis Start Downloading
Major Type: By Staff ~  Minor Type: Access Control Point | > Keyword: Search Reset
Name Department Access Control Point Template
Lela Market Department 123_Door1 Template_1
Olivia Market Department 123_Doorl Template_1
Shanna Market Department 123_Door1 Template_1
Sam Market Department 123_Door1 Template_1
Lemon Market Department 123_Door1 Template_1

5=
‘ You can click Reset on the search criteria panel to clear all the displayed search
results.
Permission Deleting
Steps:
1. Follow steps 1-3 in the Permission Searching section to search for the permission needs

to be deleted.
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2. Select the permission from the results list.

AddPerm....  Delete Permis Start Downloading
Major Type: By Staff ~ | MinorType:  AccessControlPoint | v | Keyword. search Roset
Name Department Access Control Point Template
Fiona Default 123_Door1 Default Enable Schedule Template

‘ You can press the Ctrl or Shift key on the keyboard,

3. Click the Delete Permission button to delete the permission.

Information x

Delete the selected access control
permission?

oK Cancel

4. Click  StatDownloading 4, opter the Download Permission page.

Download Permission

Download Met. ® Download All
Please choose controller to download
Search o]
—
A 10752106
OK Cancel
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5. Select a control point and click the OK button to download the deletion operation to the

device.

7.3.7 Attendance Management
Purpose:
On the attendance management interface, various functions can be implemented such as

shift group management, shift management, holiday management, shift schedule, and so on.

Click the icon on the control panel to enter the

interface.

Shift GroupMa.  ShiftManagem. . HolidayManag. . Shift Schedule . Altendance Ch.. AdjustmentMa. . Card SwipingL . Statistic Analysis Parameters Co... Data Manage
Add Edit Delete Filter

Serial No Shift Group Name Shift Group No. People Coun Remark

Total0 Page1/1 ltem per Page: 50 » « 4 > > Goto

Shift Group Management
Purpose:

On the shift group management interface, you can add, edit, and delete shift groups for

attendance management.

Steps:

1. Click the ' Add button to pop up the shift group formation window.
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Shift Group x

The items with asterisk are required.

*Shift Gro...  Shift Group 1 I Shift Gro... 0001

Rem..

Person List Add Delete
Serial No. Name Gender Department Name
OK Cancel
. . v Add .
2.  Enter the shift group name, and click the button on the person list area

to pop up the person adding window.

[Add Person x

Search jol

Query Result

D e ——
& Fiona
& cathreen
& Lela
& Shanna
& olivia
& steave
& Mike
& John
& Jack
& Sunny

OK Cancel
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OK

3. Check the checkbox(es) of persons to be added and click the button and

return to the shift group settings interface.

Shift Group x

The items with asterisk are required.

*Shift Gro...  Shift Group 1 Shift Gro... 0001

Rem...

Person List Add

Serial No. Name Gender Department Name

I % Fiona Female Default I
2 Cathreen Female Default
3 Lela Female Default
4 Shanna Female Default
5 Olivia Female Default

OK Cancel

5
‘ To delete the added person, check the person from the person list, and click the
Delete button
. OK .
4. Click the button to complete the operation.
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Shift Group Ma._. ShiftManagem. . HolidayManag... Shift Schedule... Aftendance Ch.. AdjustmentMa . Card SwipingL . Statistic Analysis Parameters Co... Data Manage

Sertal No Shift Group Name Shift Group No. People Coun Remark
1 Shift Group 1 0001 5
2 Shift Group 2 0002 5
Total:2 Page1/1 ltem per Page: 50 v M <4 > M Goto

Edit

‘ You can edit and delete the added shift groups by clicking the and

Delete buttons.

Shift Management

Press the Shift Management tab to enter the shift management interface.
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There are two kinds of shifts in this interface: Normal Shift, and Man-Hour Shift.

Shift Group Ma.... ShiftManagem. .. HolidayManag... Shift Schedule.

Attendance Ch... AdjustmentMa... Card SwipingL... Statistic Analysis Parameters Co.
ShiftMan Add Edit Delete Search
i Normal Shift Serial No. Rule Name Remark
Aftendance Rule 1 Attendance Rule 1 For technical staff
AllenuancEShit 2 Attendance Rule 2 For Cleaning Staff
Sn Ho S 3 Aftendance Rule 3 For administration staff
Total3 Page1/1 Item per Page: 50 v IR R

Normal Shift

®  Setting Attendance Rule
Steps:

1. Click the fdd
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button to pop up the attendance rule setting window.
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Attendance Rule x

The items with asterisk are required.

*Rule Name

Rem...
Detailed Parameters

On-Work Attendance Check Advanced... 0
On-Work Late Time (Minutes) 0

Absence Threshold (Late, Unit: Minutes) 0
Break Time (Minutes) 0

Off-Work Attendance Check Delay Time... 0
Off-Work Early Time (Minutes) 0

Absence Threshold (Early-Leave, Unit.... 0

OK Cancel

2. Setarule name.

3. Set detailed parameters for the attendance rule: on-work attendance check advance
time, on-work late time, absence threshold, break time, off-work attendance check
delay time, off-work early time, and absence threshold (early leave).

. OK .

4. Click the button to complete the operation.

®  Setting Attendance Shift

Steps:

. U Add . . .
1. Click the button to pop up the attendance shift setting window.
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Attendance Shift x

The items with asterisk are required.

*Shift Name: Shift No.: 0001
Rem...
Off/On-Work Period Clear
On-Work Ti... On-work Time Off-work time Attendance Rule
On-Work Ti... Day i Day i L
On-Work Ti... Day ” Day » Y
On-Work Ti... Day ¥, Day ¥ ¥y

OK Cancel

2. Set a shift name.

3. Set on-work duration for the shift, and select the attendance rule.

OK

4. Click the button to complete the operation.

-
[NoTe]

The format of on-work time and off-work time should be 00:00 to 23:59.

® Setting Man-Hour Shift

Steps:

1. Clickthe - Add button to pop up the man-hour shift setting window.
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Man-Hour Shift y
The items with asterisk are required
*Shift Name:

*Shift No.. 0002
*Daily working... Latest On-Work...

Rem...

Disregard Man-Hour Period Clear

Time Period Start Time End Time

Time Period1
Time Period2
Time Period3

Time Period4

OK Cancel

2. Set a shift name, and daily working duration.

(Optional) Check the checkbox of latest on-work time, and set the latest on-work time.

4. (Optional) Set the disregard man-hour period.

5. Click the OK button to complete the operation.

Holiday Management

Press the Holiday Management tab to enter the holiday management interface.
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Shift Group Ma. - ShiftManagem. . H

Shift Schedule.. Attendance Ch . AdjustmentMa. . Card SwipingL . Statistic Analysis Parameters Co.  Data Manage

Add Edit Delete
Serial No Holiday Name Holiday Days Remark
1 Holiday 1 3
Total:1 Page1/1 tem per Page: 50 v <« 4 > > Goto

Steps:

1. Clickthe - Add button to pop up the holiday setting window.

The items with asterisk are required.

*HolidayN... New Year's Dat

Rem.
Date List - Add Delete
Serial No. Date Week
1 2016-01-01 Friday
2 2016-01-02 Saturday
3 2016-01-03 Sunday

OK Cancel

2. Clickthe .. Add button to pop-up holiday adding window.
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|Add Holiday x

The items with asterisk are required

*StartDate  2015-11-12 B *EndDate  2015-11-12 &
Select by Week + Sel...
+ Monday |« Tues... < Wed... « Thur... + Friday + Satur... ¥ Sunday
oK Cancel

3. Set the start date and end date, select the date of week, and click the

button.
Shift Schedule Management

Press the Shift Schedule Management tab to enter the shift schedule management interface.

Shift Group Ma... ShiftManagem. . HoligayManag. .| Snft Scnecule . Attendance Ch AdustmentMa . Card SwipmgL . Statistc Anatys's Parameters Co. Data Manage

shit Grou. Ads Delete Funer

Senal o Working Date ShiftName shinno

Steps:

1. Press a tab of shift group on the shift group list.

2. Clickthe .- fdd button to pop up the shift schedule settings window.
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Add Shift Schedule x

Remark
Shift Grou... ' aroup1 Shift Name: Normal Shift1 a
*Start Date: | 2015-11-12 = *EndDate: 2015-11-12 e
‘Add Holiday
Serial No. Holiday Name Holiday Days Remark
1 Holiday 1 3

OK Cancel

3. Select the shift name from the drop-down list.

4. Set the start data and end data.

5. (Optional) Check the checkbox of holiday to add the holiday shift.
6

. Click the oK button to complete the operation.
Attendance Check Point Management

Press the Attendance Check Point Management tab to enter the attendance check point

management interface.

Shift Group Ma... ShiftManagem. .. HolidayManag... ShiftSchedule... Attendance Ch Card Swiping L .. Stafistic Analysis Parameters Co... Data Manage
Add Edit Delete Search )

Serial No. | Aftendance Checking PointName |Attendance Checki..| StartDate | Validity | DoorPosition | ReaderName | Aftendance Checking Point Description

1 123_Door1_CheckingPoint_1  On/Off Work Che... 2015-11-12  2015-11-12 ReaderIn_1
2 123_Door1_Checking Point_2 ~ OR/Off Work Che... 2015-11-12  2015-11-12 Reader Out_2
3 456_Door1_Checking Point_3 ~ On/Off Work Che... 2015-11-12  2015-11-12 ReaderIn_1
4 456_Door1_Checking Point_4  On/Off Work Che... 2015-11-12  2015-11-12 Reader Out_2
Total:4 Page1/1 ltem per Page: 50 v IR R ) Goto
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®  Adding Attendance Check Point

Shift Group Ma... ShiftManagem. . HolidayManag. . Shift Schedule... Afiendance Ch . AdjustmentMa. . Card SwipingL... Statistic Analysis Parameters Co... DataManage
Add Delete h P
Serial No. | Atiendance Checking Point Name Allendance Checki | StatDate | Validity | DoorFosition | ReaderName | Aflendance Checking Point Description

[« + 123_Door1_Checking Point_1 __ OnOff Work Che. . 20151112 2015-11-12 Readerin_1
2 123_Doori_CheckingPoint_2  ON/Off Work Che_.. 2015-11-12 20151112 Reader Out 2
3 456_Door1_CheckingPoint_3  ON/Off Work Che...  2015-11-12 20151112 Readerin_1
4 456_Door1_Checking Point 4 ON/OIf Work Che.. 2015-11-12  2015-11-12 Reader Out 2

Total4 Page1/1 tem per Page: 50 v o4 > » Goto

1. Check the checkbox of a checking point, and click the Edit button to pop up

the attendance checking point editing window.

2. Edit the attendance checking point name, start date, validity, and attendance checking
point type, controller name, door position, and reader name.

3. Click the OK button to complete the operation.

®  Adding Attendance Check Point

Delete

Check the checkbox of a checking point and click the button to delete the

added checking point.
Adjustment Management

Press the Adjustment Management tab to enter the adjustment management interface.
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Shift Group Ma

Aftendance Ch.. AdjustmentMa |Card Swiping L . Statistic Analysis Parameters Co

Adstment Man: Add Eatt Deiete
Seriai No. Reason Management
Lo 1 Leave for Personal Affairs
Leave nLiey B =
(i) E] Marriage Leave
Replace Card
4 Funeral Leave
= List Management
5 Home Leave
Enabled
6 Annual Leave
Disabled
7 Matemity Leave
8 Patemity Leave
Total 8 Page1/1 Item perPage: 50 v < 4 > M

Dats Manage

Goto

On this interface, Reason Management and List Management can be realized.

Reason Management
[ ] Leave

Purpose:

You can add, edit, and delete reasons for leave on the leave interface.

Steps:
1.

Press the leave tab to enter the leave interface.

Shift Group Ma... ShiftManagem . HolidayManag... ShiftSchedule. . Aftendance Ch . AdjustmentMa . Card SwipingL . Stafistic Analysis Parameters Co

Adstment Management Add
Serial No.
Leave 1
Leave in Lieu 2
Overtime 3
Replace Card
4
= List Management
Enabled
6
Disabled
7
8
Total®

Edt

Page1/1

Delete.
Reason Management

Leave for Personal Affairs

SickLeave

Marriage Leave

Funeral Leave

Home Leave

Annual Leave

Matemity Leave

Paterity Leave

Hem per Page: 50 v <« 4 > »
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2. Clickthe .- Add button to pop up the adjustment reason adding dialog box.

Adjustment Reason x

The items with asterisk are required

Adjustmen... |eaye

*Adjustmen. ..

OK Cancel

OK

3. Enter the adjustment reason, and click the button.

. The default adjustment reasons include leave for personal affairs, sick leave, marriage
leave, funeral leave, home leave, annual leave, maternity leave, and paternity leave.

Edit

. You can check the checkbox of a reason and click the button to edit the

Delete

reason, and click the button to delete the reason.

[ ] Leave in Lieu
Steps:

1. Pressthe leave in lieu tab to enter the leave-in-lieu interface.
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Shift Group Ma... ShiftManagem... HolidayManag... Shift Schedule. . Attendance Ch... AdjustmentMa_.|Card SwipingL... Statistic Analysis Parameters Co... Data Manage

Adjustment Management Add | | Edit | Delete Search <}
= Reason Management Serial No Reason Management

Leave 1 Overtime.

Overtime

Replace Card
= ListManagement

Enabled

Disabied
Tota2 Pagel/1  MemperPage: (30 |~ v (<] [>] [ Goto
2. Clickthe .- Add button to pop up the adjustment reason adding dialog box.
The items with asterisk are required
Adjustmen... e
*Adjustmen._ ..
OK Cancel

3. Enter the adjustment reason, and click the K button.

. The default adjustment reasons for leave in lieu include overtime, and business trip.
. You can check the checkbox of a reason and click the Edit

Delete

button to edit the

reason, and click the button to delete the reason.

® Overtime
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Steps:

1. Pressthe overtime tab to enter the overtime interface.

Shift Group Ma... ShiftManagem. . HolldayManag. . Shift Schedule.. Atiendance Ch. . AdustmentMa | Card SwipingL . Statstic Analysis Parameters Co. . Data Manage

Adjustment Management Ada Eat Delete
= Reason Management Serial No Reason Management
Lusve 1 Work Requirement
Lepwhntios 2 Working Day Overtime
ingriind 3 Rest Day Overime
Repiace Card
4 Holiday Overtime

= ListManagement

Disabled
. U Add . . .
2. Click the button to pop up the adjustment reason adding dialog box.
Adjustment Reason x
The items with asterisk are required
Adjustmen...
*Adjustmen._..
OK Cancel
. . OK

3. Enter the adjustment reason, and click the button.

[NoTE]

oE

. The default adjustment reasons for overtime include work requirement, working day

overtime, rest day overtime, and holiday overtime.
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Edit

. You can check the checkbox of a reason and click the button to edit

the reason, and click the Delete button to delete the reason.

®  Replace Card
Steps:

1. Pressthe replace card tab to enter.

Shift Group M3 - ShiNManagem. . HolidayManag . SNift Schedule . Aflendance Ch . AGustment Ma . Card Swiping L Statisic Analysis Parameters Co. . Data Manage

Adustment Management A €at Delete 9
Reason Management Serial No Roason Management
Loave 1 Forgetto Swipe Cara
LAl 2 Aflendance Card Lost
Overima
12k 3 Device Faut
Rosiace Cars
s Snit Agustment
UistManagement
5 Business Trip
Enabled
Oisabled
Totals Page1/1 temperPage: 50 | v « < > M coto

2. Clickthe .. Add button to pop up the adjustment reason adding dialog box.

Adjustment Reason x

The items with asterisk are required

Adjustmen... |eaye

*Adjustmen._..

OK Cancel
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OK

3. Enter the adjustment reason, and click the button.

[Nore]

. The default adjustment reasons for card replacing include forget to swipe card,
attendance card lost, device fault, shift adjustment, and business trip.

Edit

. You can check the checkbox of a reason and click the button to edit the

Delete

reason, and click the button to delete the reason.

List Management
(] Enabling
Steps:

1. Pressthe Enabled tab to enter the enabled list interface.

Shitt Group Ma... ShiitManagem. . HolidayManag. . Shift Schedule . Aftendance Ch. . AdjustmentMa._|Card SwipingL . Statistic Analysis Parameters Co.. Data Manage

Adjustment Management Add Disable Delete Fiter
= Reason Management SerialNo. | FormNo. | Person Name | DeparimentName | StartTime | EndTime = Adjustment Type ' Adjustment Reason
Lome 1 201511 Fiona Default 201511 2015-11.. Leave Sick Leave
et 2 201511 Shanna Defaut 201511 201511, LeaveinLieu Business Trip
Overtme
3 20151 Lela Defautt 2015-11- 2015-11 . Overtime Working Day Ove.
Replace Card

= List Management
[Enatied

Disabled

Total3 Pagel/1 ltem per Page: 50 v M4 b b Goto

Add

2. Click the button.
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Adjustment Form x

Adjustme... ©® [eave Lea.. Ove... Rep...
Adjustme_..  Leave for Personal Aff... | v
Staff; Add Delete
Serial No. Name Gender Depar
Time Period:  2015-11-12 00:00:00 [ — 2015-11-12 23:59:59 ﬁ
OK Cancel

3. Select the radio button of adjustment type: leave, leave in lieu, overtime, and replace

card.
Leave, Leave in Lieu, and Overtime

1) Select the adjustment reason from the drop-down list.

2) Clickthe fdd button to pop up the person adding window.
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Add Person x

Search o]

Query Result
-
& Fiona
& cathreen
& Lela
& shanna
& Olivia
& steave
£ Mike
& John
& Jack
& sunny

OK Cancel

OK

3) Select the person and click the button.

4) Set the time period.
Replace Card

1) Select the radio button of replace card.
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Adjustment Form x

Adjustme... Leave Lea... Ove... % Rep...
Adjustme...  Forgetto Swipe Card V.
Staff: Add Delete
Serial No Name Gender Depar
SelectDate:  2015-11-12 ﬂ Aften...  Normal Shift V.
Card Repl... Time... on-... Off-...
Time... On-... Off-...
Time... on-... Off-...
OK Cancel

2) Select the adjustment reason from the drop-down list.

3) Click the fdd button to pop up the person adding window.
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Add Person x

Search P

Query Result
-
& Fiona
& cathreen
& Lela
& shanna
& Olivia
& steave
£ Mike
& John
& Jack
& sunny

OK Cancel

OK

4) Select the person and click the button.

5) Set the date, attendance shift, and card replacing time.

OK

4. Click the button to complete the operation

®  Disabling
Steps:

1. Check the checkbox of a piece of enabled information.
Shift Group Ma . ShiftManagem. . HolidayManag. . Shift Schedule.  Aftendance Ch . AdjustmentMa  Card Swiping L . Statistic Analysis Parameters Co.. Data Manage.

Adustment Management (& _aa Delete Fter

Reason Management SerialNo.  FormNo. | Person Name = DepartmentName = StartTime | EndTime | Adjustment Type | Adjustment Reason
end & 0 201511 Fiona Default 20151%. 201511 Leave sickLeave |
Leave in Loy 2 201511 Shamna Default 201511, 201511 LeaveinLieu Business Trip
Overtime

3 201511 Lela Defaut 201511 201511, Overime Working Day Ove.
Replace Card

- ListManagement
Enabied

Disabled

Total3 Paget/1 flem per Page: 50 - 44 > M Goto
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Disable

2. Click the button to disable the information.

3. Press the Disabled tab and the disabled information will be listed on the disabled
interface.

SNt Group Ma... ShiftManagem. . HofidayManag. . Shift Schedule. . Atlendance Ch... AdjustmentMa. . Card Swiping L .. Statistic Analysis Parameters Co... Data Manage

Adustment Management Adg Disabie Delete Fillr
= Reason Management SerialNo. FormNo.  PersonName = DeparimentName  StatTime | EndTime  Adustment Type | Adjustment Reason
i) 1 201511 Fiona Default 201519 2015-11. Leave Sick Leave
Leave inLiey
Overtime
Replace Card

= List Management

Enabled

Totat1 Page1/1 Hem per Page: 50 ~ o< > Goto

Card Swiping Log Query
Press the Card Swiping Log Query tab to enter the card swiping log searching and viewing

interface.

SNt Group Ma.. ShiftManagem. .. HolidayManag... Shift Schedule. . Aiendance Ch.. AdjustmentMa.. (Card Swiping L . Statistic Analysis Parameters Co.. Data Manage.

Query Ty, By Depariment v Department  Default v Name Search
Query Sc.. Al v SaDate:  2015-11-12000000 [ EndDate 2015111223505 1% Reset
Search Resutt
Senal | Person Name CardNo. Swiping Time Department Card Reader Reader Name DoorName  Coniolier Nam
1 P1 0509266131 2015112230106 Default 2604_Door4_Checki . Reader In_7 2604_Door4 2604
2 P 0509266131 2015112230105 Default 2604_Doord_Checki... Reader In_7 2604_Doord 2604
3 P 0509266131 2015112180526 Default 2604_Doord_Check.. Reader In_7 2604_Doord 2604
4 P1 0509266131 2051112083052 Default 2604_Door_Check . Reader In_7 2604_Door4 2604
5 P 0509266131 2015112083051 Default 2604_Doord_Checki.. Reader In_7 2604_Doord 2604
6 P1 0509266131 2015112083049 Defautt 2604_Doord_Checki . Readerin_7 2604_Doord 2604
7 P 0509266131 2015111208304 Default 2604_Door4_Checkt. . Reader In_7 2604_Doord 2604
Total7 Page1/1 ttem per Page: 50 v ISR Goto
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. You can search the card swiping log by two query types: By Shift Group, and By
Department.

. You can search the card swiping log by group name.

. You can search the card swiping log by start date and end date.

. You can restrict the query scope: All, First, or Last.

Statistic Analysis

Press the Statistic Analysis tab to enter the statistic analysis interface.

Shift Group Ma... ShiftManagem... HolidayManag... Shift Schedule... Attendance Ch.. AdjustmentMa... Card SwipingL .. Statistic Analysis Parameters Co... Data Manage

Static Type

Shift Type:  Normal Shift v Department  Default v Search
Attendance Analysis Table
Attendance Result Statistic Table StartDate:  2015-11-1200:00:00 [ EndDate:  2015-11-12235059 [ Reset
Attendance Rate Statistic Table —

(5 Export
Attendance Analysis Table
Attendance Statistic Period
Name Department Date ShiftName ~ Time Period On-Work Attendanc...  On-Work Status | O

On the statistic analysis interface, you can search the attendance analysis table, attendance

result statistic table, and attendance rate statistic table.
Attendance Analysis Table

Press the Attendance Analysis Table tab to enter the attendance analysis interface.
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Shift Group Ma... ShiftManagem... HolidayManag... Shift Schedule... Attendance Ch.. AdjustmentMa_.. Card Swiping L .. Statistic Analysis Parameters Co._. Data Manage

Static Type
Shift Type: Normal Shift > Department  Default V. Search
Attendance Result Statistic Table StartDate:  2015-11-1200:0000 % EndDate:  2015-11-12235959 [ Reset

Attendance Rate Statistic Table —
L$ Export

Attendance Analysis Table
Attendance Statistic Period 2015-11-12 00:00:00 - 2015-11-12 23:59:59
Name Department Date ShiftName  Time Period  On-Work Altendance Checking Time  Of

P1 Default 2015-11-12 Normal Shift1 1 2015-11-12 08:30:48 Noi

=

nore]

. You can search the attendance statistics by different shift type: Normal Shift, or
Man-Hour Shift.

. You can search the attendance statistics by department.

. You can search the attendance statistics by start date and end date.

Attendance Result Statistic Table

Press the Attendance Result Statistic Table tab to enter the attendance result analysis

interface.
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Shift Group Ma. . ShiftManagem . HolidayManag. . Shift Schedule . Atendance Ch.. AdjustmentMa.. Card SwipingL . Statistic Analysis |Parameters Co. . Data Manage

Static Type
Shift Type:  Normal Shift v Department  Defaull v Search

Aftendance Analysis Table

StartDate:  2015-11-12000000 [

EndDate: 2015112235059 [ Reset

3 Expor
Attendance Result Statistic Table
Attendance Statistic Period 2015-11-12 00:00:00 - 2015-11.12 23:59:50
Name Department | Required Aftend. . Actual Atendanc  AftendanceRate | LateTimes  Early-Leave Ti

Pl Defaut 1 1 100.00% 0 0

L

[NoTe]

. You can search the attendance result statistics by different shift type: Normal Shift, or
Man-Hour Shift.

. You can search the attendance result statistics by department.

. You can search the attendance result statistics by start date and end date.
Attendance Rate Statistic Table

Press the Attendance Rate Statistic Table tab to enter the attendance rate analysis interface.

Shift Group Ma. . ShiftManagem. . HolidayManag . Shift Schedule . Aftendance Ch.. AdjustmentMa. . Card SwipingL . Stabstic Analysis Parameters Co. . Data Manage

Static Type
ShnType:  Notmal Shift v Depament  Default v search
Atlendance Analysis Table
Aftendance Result Statistic Table StatDate:  2015-11-12000000 [ EndDate.  2015-11-12235050 [ Resel
3 Expot

Attendance Rate Statistic Table
Attendance Statistic Period 2015-11-12 00:00:00 - 20151112 23:59:59
Name Depariment Date ShiftName  Day Required At Day Actual Atten. . Day Atiendance

P Default 20151112 NomalShiftt 1 1 100,00%
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[NoTe]

. You can search the attendance rate statistics by different shift type: Normal Shift, or

Man-Hour Shift.
. You can search the attendance rate statistics by department.
. You can search the attendance rate statistics by start date and end date.
Parameters Configuration
Press the Parameters Configuration tab to enter the parameters configuration interface.

Shift Group Ma... ShiftManagem... HolidayManag... Shift Schedule... Attendance Ch... AdjustmentMa... Card SwipingL... Statistic Analysis Parameters Co... Data Manage

Attendance Effecting Type: Valid Card Record >
Data Saving Time: 3 Months v
Data Expiring Prompt: Disable »
Attendance Checking Lo 00:00

Save

Steps:

1. Select the attendance effecting type (Valid Card Record, or Invalid Card Record), data
saving time, data expiring prompt.

2. Set the attendance checking log clearing time.

Data Management

Press the Data Management tab to enter the data management interface.

Shift Group Ma._. ShiftManagem. . HolidayManag. . Shift Schedule . Aflendance Ch . AdjustmentMa_ Card SwipingL . Stabistic Analysis Parameters Co..  Data Manage
Calculate Atlen. .  2015-11-1200:0000 [ — 2015112235958 [0 [JCalcuiate Aflen
ImpoExport 2015-41-12000000 [ - 2015112235058 [
Export Data. View
Import Data: View

(4 Calculate Atten ..

Click the button to calculate the attendance date.

On this interface, you can export and import attendance data.

7.3.8 Advanced Functions

Purpose:
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The advanced functions of the access control system can be configured, such as access

control type, password authentication and first card.

Advanced Function
1. Advanced Parameters
including anti-passing back,

. multi-door interlockin . .
Click the £ icon on the control panel to enter the interface.
Controlier 6. & v Card List
ar P e

Normal Card

Card for Disabled Person

Card in Blacklist
Patrol Card

Duress Card

& superCara

[ visitor Cara
A 456
Normal Card
Cardfor Disabled Person
Cargin Blackist
Pavol Card
Duress Card

Super Card

PE P ER

Visttor Card

Total0 Paget/t <« <4 > >

Access Control Type

Purpose:

The added cards can be assigned with different card type for the corresponding usage.
Steps:

1.  Click Access Control Type tab and select a card type.

110



DS-K2600 Series Access Controller

niral Type | Card Reader Aute.. Multiple Authentic First Card Ant-passing Back  Multi-door Interioc... white List  Password Authenti

ConrollerGroup & CaraList
]
] Normal Card
] Gard for Disabled Person
] Cardin Blackist
] Patro Cara
£ Duress Card

=1 Supes Cara

Totalo Paget

Normal Card: By default, the card is set as normal card.
Card for Disabled Person: The door will remain open for the configured time period for
the cardholder.
Card in Blacklist: The card swiping action will be uploaded and the door cannot be
opened.
Patrol Card: The card swiping action can used for checking the working status of the
inspection staff. The access permission of the inspection staff is configurable.
Duress Card: The card swiping action will be uploaded.
Super Card: The card is valid for all the doors of the controller during the configured
schedule.
Visitor Card: The card is assigned for visitors.

2. Click Add and select the available card.

3. Click OK to confirm assigning the card(s) to the selected card type.

4.  Click the Apply button to take effect of the new settings.

J‘ You can click Delete to remove the card from the card type and the card can be

available for being re-assigned.
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Card Reader Authentication
Purpose:

You can only open the door by both swiping card and entering the password during the set
time periods.

i
InoTe

® For this authentication mode, the card swiping operation cannot be replaced by
entering the card No..

(] For password settings, please refer to Section 16.2.3 Normal Card.
Steps:
1.  Click Card Reader Authentication tab and select a card reader.
2.  Select a card reader authentication type from the dropdown list.
Fingerprint: The door can open by only inputting the fingerprint.
Swipe Card: The door can open by only swiping the card.
Fingerprint/Swipe Card: The door can open by inputting the fingerprint or swiping the
card.

Swipe Card/Password: The door can open by inputting the password or swiping the
card.

Fingerprint Password: The door can open by both inputting the password and
inputting the fingerprint.

Swipe Card Password: The door can open by both inputting the password and swiping
the card.

Fingerprint Swipe Card: The door can open by both inputting the fingerprint and

swiping the card.

Fingerprint Swipe Card Password: The door can open by inputting the fingerprint,

inputting the password, and swiping the card.
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q_:
Nore]

The fingerprint associated functions are only supported by device with fingerprint

recognition module.

3. Click and drag your mouse on a day to draw a blue bar on the schedule, which means in

that period of time, the password authentication is valid.

Access Control Type | Card Reader Aute... | Multiple Authentic. First Card Anti-passing Back  Mult-goor Interioc.. White List Password Authenti

CardReaderlist | & Apply Property 5 copyto | H  save
Search L

- & 123 Card Reade Reader In_1

Card Reader Aut . Swipe Card & Password ©
“@ ReaderOut2

Weekly Schedule Settings [ copyto Delete Clear

0o 02 04 06 08 10 12 14 16 18 20 22 2

@ Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Sunday

4. Repeat the above step to set other time periods.

Or you can select a configured day and click the Copy to Week button to copy the same

settings to the whole week.

You can click the Delete button to delete the selected time period or click the Clear

button to delete all the configured time periods.

5.  (Optional) Click the Copy to button to copy the settings to other card readers.
6.  Click the Save button to save parameters.

7.  Click the Apply button to take effect of the new settings.

First Card

Purpose:

The door remains open for the configured time duration after the first card swiping.
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Controller. & Apply Access Control Point First Card Parameters E sae
Search £ Access Control Point Enable First Card Rem... | Remain Open Duration.
A 123 456_Door1 v 10
Steps:

1.  Click First Card and select an access control point.

2. Check the checkbox of Enable First Card Remain Open to enable this function.

3. In the Remain Open Duration (min), input the time duration for remaining open the

door.

4, Click Add and select the cards to add as first card for the door and click the OK button.

5.  Click Save and then click the Apply button to take effect of the new settings.
Anti-Passing Back

Purpose:

In this mode, you can only pass the access control system according to the specified path.

=
“1 Either the anti-passing back or multi-door interlocking can be configured for an

access controller at the same time.
Setting the Path of Swiping Card (Card Reader Order)
Steps:

1.  Click Anti-passing Back and select an access control point.
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Access Control Type Card Reader Aute... Multiple Authentic First Card Anti-passing Back | Multi-door Interloc. White List  Password Authenti

Controller... | & Apply Property B save
Searc 2
A 456

First Card Reader: Disable v

Seria_..| Card Reader Card Reader Afterward Enable Anti-p.
i Readerin_1

2 Reader Out_2

2. You can set the name for the controller and select the card reader as the beginning of
the path.

3. In the list, click the text filed of Card Reader Afterward and select the linked card
readers.
Example: If you select Reader In_01 as the beginning, and select Reader In_02, Reader
Out_04 as the linked card readers. Then you can only get through the access control
system by swiping the card in the order as Reader In_01, Reader In_02 and Reader
Out_04.

4.  Check the checkbox of Enable Anti-Passing back.

5. Click Save and then click the Apply button to take effect of the new settings.

White List

Steps:

1. Click the White List button to enter into the white list interface.
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ControllerLis & Apply Telephone Whitelist Settings Add
Search I}
- M 123

CE

Door:

Delete & save

Telephone.

Name Open Close Normally Open | Normally Close
456_Door1 Forbidden | v | Forbidden | v Forbidden | v Forbidden | v

Zone

Name Am Disarm
Alarm In_1 Forbidden Forbidden
Alarm In_2 Forbidden Forbidden

Alarm In_3 Forbidden Forbidden

<[]«

<] <

Alarm In_4 Forbidden Forbidden

2. Select the access control point, and click the Add button. Multi-door Interlocking and
select an access control point.

3. Select the access control points and click Add button.

4. Input the mobile number.

5. Select the settings of control permission, and set the property as Allow to enable this
function.
Door: The mobile can control the door (open, closed, normally open, or normally
closed).
Arming Region: The mobile can arm and disarm the arming channels

6. Click the Save button to save parameters.

7. Click the Apply button to take effect of the new settings.

. The mobile can control the door and the arming region by sending SMS control

instructions.

The SMS control instruction is composed of Command, Operation Range, and
Operation Object.
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Instruction
Content Digit Description Format
Command 3 010-Open, 011-Closed,
020-Normally open,
021-Normally Closed,
120-Disarm, 121-Arm
Operation 1 1-all objects with Command#1#
Range permission, 2-single
operation
Operation 3 Starts from 1 Command#2#Operation
Object (corresponding to Object#
different doors or
arming regions
according to
commands)

Password Authentication
Purpose:

You can open the door by inputting the password only after finishing the operation of

password authentication.
Steps:

1. Click Password Authentication tab and select a host.

Controller List & Apply Reader List

° Delete

B]

0001 20150731 20061231

2. Click the Add button to enter card adding interface.
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Add Card x
Please select card fo add
Filter
Card No Status Password Oper.
0001 Normal Card &
0002 Normal Card E]
0003 Normal Card £}
0004 Normal Card G
0005 Normal Card &
Total:s Page 1/ IR R ] Goto
oK Cancel

3. Check the checkbox of the corresponding card, and click the | button to pop up the

password setting dialogue box.

Password Settings

Card No.: oot

Card Password:

oK Cancel

4. Input the card password.

5. Click the Ok button to finish adding the card.

oy
j The card, having added the password, will display in the card list.

You can select the card in the card list, and click the Delete button to delete the password

authentication of the selected card.
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7.4 Checking Status and Event

Purpose:
In this section, you are able to anti-control the status of the door and to check the event

report of the control point.

7.4.1 Status Monitor

Purpose:

You can anti-control the door status and check the real-time access event information for the

control point.

Click the icon on the control panel to enter the interface.
Access Control Group Status Information M open Door Close Door | B Remain 0 Bremain ci B capture
Searth L

[l Test 2 123_Door1

@ Test_3

@l Test_s

Live Event More

Event Source:

Card No.

Event Type

Time.

Access Anti-control

Door Anti-control
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Purpose:
You can control the status for a single control point (a door) in this section.
Steps:

1. Enter the status monitor page.

2. Click on the icon on the Status Information panel to select a door.
3. Click on the button listed on the upper-left side of the Status Information panel to select
a door status for the door.
Gpen . Click on the button to open the door once.
Close . Click on the button to close the door once.

Baways Open . click on the button to keep the door open.
@ways Close Click on the button to keep the door closed.

B Capture : Click on the button to capture the picture.

4. You can also right click the icon and to select a status for the door.

123 Cpen
Close
E Always Cpen
Always Close

iy Snapshot
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=

“ If the status is selected as Remain Open/Remain Closed, the door will keep open/
closed until a new anti-control command being made.
The function of picture capturing cannot be realized until the storage server is
installed.

Group Anti-control

Purpose:

You can control the status for a group of control points (doors) in this section.

Steps:

1. Enter the status monitor page.

2. Rightclick on a group in the Group list and to select a door status for the group.

Access Control Group

Search o

D Open

1 —
Wl Tes Close

Tes B Always Open
Tes . Always Close
E21 Snapshot

3

‘ If the status is selected as Remain Open/Remain Closed, all the doors in the group
will keep open/ closed until a new anti-control command being made.

The function of picture capturing cannot be realized until the storage server is installed.
Access Status

The door status will be represented instantly by the change of icon on the Access Information

panel if the access event is triggered or an anti-control command is made.

test001_Doort test001_Doorl
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Live Event
You can check the live information of the access event on this panel. Click More to enter the

Access Event page to view more event information.

Live Event More

Event Source:: test001_Door1

Card No.:
Event Type: Normally Open Started
Time: 2014-09-12 19:07:56

7.4.2 Access Control Event
Purpose:
You can view real-time access event (such as swiping to open the door, unrecognized card

number, duration group error, etc.) information in this section.

Access Control Event
i

\ | Display 55 control
. d card holdar
Click the event, and card holder. icon on the control panel to enter the interface.

Access Control Event Information Card Holder Information
Serial Mo. Event Type Card Holder Card No. Event Time Event Source Direction
7 Remotely Arming 2015-07-31 16:50:24 123
6 Remotely Disarm... 2015-07-31 16:50:24 123
5 Remotely Logout 2015-07-31 16:48:42 123
4 Remotely Login 2015-07-31 16:41:20 123
3 Remotely Logout 2015-07-31 16:41:13 123
2 Remotely Login 2015-07-31 16:39:43 123
1 Remotely Clear.. 2015-07-31 16:07:53 123

Person No.:
Name
Gender:

1D Type:

1D No.
Belong to..
Contact No.

Contact Ad..
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Steps:

1. Enter the access event page.

2. View the event information in the event list.

3. Click on an event to view the information of the card holder on the Person Information

panel on the left side of the page.

7.4.3 Event Search

Purpose:

You can search historical access event according to the search criteria (such as event type,

name of the person, card No. or start/end time) in this section.

it Search

@

v

Search, view and backup
™ the history events.

Click the icon on the control panel to enter the interface.
Card Holder Information
Event Type Al ~ Start Time: 2015-07-3100:00:00 [
Card Holder: End Time 2015-07-31235050 [T Seaeh
Card No.
Search Result [3 Export
SerialNo. |EventType | CardHolder | Card No. EventTime | EventSource ~ | Direction | Capture images
Person No
Name:
Gender:
ID Type:
ID No.:
Belongto.
Contact No.
Contact Ad..
Total:0 Page1/1 Goto
Steps:

1. Enter the event search page.

2. Enter the search criteria (event type/ person name/ card No/ start &end time).
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Event Type: All > Start Time: 2014-09-158 00:00:00 ﬂ
Card Holder End Time 2014-00-18 23:59:50 [ Sea
Card Mo..

3. Click Search to get the search results.
4. View the event information in the event list.
5. Click on an event to view the information of the card holder on the Person Information

panel on the left side of the page.
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7.5 System Maintenance

7.5.1 Log Management
Interface Introduction
Purpose:

The log files of the Access Control System and the devices that connected to the Access

Control System can be searched for checking.

iguration and

Clickthe = icon on the control panel to open the Log Search

page.

Search Condition Search Result [3 Export

Serial No. Operation Type Occurrence Time Content
Log Type

® Configuratl Control Log

Operation Type:

All v

Start Time:

2015-07-31 00:00:00

£

End Time:

2015-07-31 2350:50

£

Q  search

Total:0 Pageli Goto

Configuration Logs Searching
Purpose:

The Configuration Log files of the Access Control System can be searched by time, including
One-Card Configuration, Access Control Configuration, Downloading Permission and System

Configuration.
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Steps:
Open the Log Search page.

Select the radio button of Configuration Logs.

1

2

3. Select the Operation Type of log files.

4. Click the icon Eﬂﬁ to specify the start time and end time.
5

Click Search. The matched log files will display on the list.
You can check the operation time, log type and other information of the logs.
%
‘ Please narrow the search condition if there are too many log files.
Control Logs Searching
Purpose:

The Control Log files of the Access Control System can be searched by time, including Access

Control and Log Search.
Steps:

Open the Log Search page.

Select the radio button of Control Logs.

1

2

3. Select the Operation Type of log files.

4. Click the icon ﬂ to specify the start time and end time.
5

Click Search. The matched log files will display on the list.
You can check the operation time, log type and other information of the logs.
L
‘ Please narrow the search condition if there are too many log files.
Searching Configuration Log
Searching One-card Configuration Logs
Purpose:

The One-card Configuration Log files include departments, persons and cards log files.
One-card Configuration of the Access Control System can be operated as adding, modifying

and deleting logs.

Steps:
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Open the Log Search page.
Select the radio button of Configuration Logs.

Select the operation type as One-card Configuration.

o
Click the icon t:_L to specify the start time and end time.

LA

Click Search. The matched log files will display on the list.

You can check the operation time, log type and other information of the logs.
i
‘ Please narrow the search condition if there are too many log files.
Searching Access Control Configuration Logs
Purpose:

The Access Control Configuration Log files include Access Control devices log files. Access
Control Configuration of the Access Control System can be operated as adding, modifying

and deleting door groups or doors and access control device permission operations.
Steps:

Open the Log Search page.

Select the radio button of Configuration Logs.

1
2
3. Select the operation type as Access Control Configuration.
4. Click the icon ﬂ to specify the start time and end time.
5

Click Search. The matched log files will display on the list.

You can check the operation time, log type and other information of the logs.
[

‘ Please narrow the search condition if there are too many log files.

Searching Downloading Permission Logs
Purpose:

The Downloading Permission Log files include downloading permission log files, and no

record for downloading permission failure log files.
Steps:

1. Open the Log Search page.

127



DS-K2600 Series Access Controller

Select the radio button of Configuration Logs.

Select the operation type as Downloading Permission.

. . Em ) ) .
Click the icon t:. to specify the start time and end time.

vk W

Click Search. The matched log files will display on the list.

You can check the operation time, log type and other information of the logs.
i
‘ Please narrow the search condition if there are too many log files.
Searching System Configuration Logs
Purpose:

The System Configuration Log files of the Access Control System can be searched as system

configuration interface log files.
Steps:

Open the Log Search page.

Select the radio button of Configuration Logs.

1

2

3. Select the operation type as System Configuration Logs.
4. Click the icon Eﬂﬁ to specify the start time and end time.
5

Click Search. The matched log files will display on the list.
You can check the operation time, log type and other information of the logs.
%
‘ Please narrow the search condition if there are too many log files.
Searching Control Log
Searching Access Control Logs
Purpose:

The Access Control Log files of the Access Control System include door groups and doors

access control logs and door on/off control log files.

Steps:
1. Open the Log Search page.
2. Select the radio button of Control Logs.
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3. Select the operation type as Access Control Logs.

. . Em ) ) .
4. Click the icon t:_ to specify the start time and end time.
Click Search. The matched log files will display on the list.

You can check the operation time, log type and other information of the logs.
=
j Please narrow the search condition if there are too many log files.

Log Search
Purpose:

The Log Search of the Access Control System includes information for configuration log files

and control log files.
Steps:

Open the Log Search page.

Select the radio button of Control Logs.

1
2
3. Select the operation type as Log Search.
s
4. Click the icon t._ to specify the start time and end time.
5

Click Search. The matched log files will display on the list.
You can check the operation time, log type and other information of the logs.

[
j Please narrow the search condition if there are too many log files.

7.5.2 System Configuration

Interface Introduction

Purpose:

The general parameters, Auto Time Adjustment and Card Reader of the Access Control

System can be configured.
ystem Configuration
igure parameters for

2 g
QJ normal system and card

. dispatcher. .
Click the : icon on the control panel to open the System

Configuration page.
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System Configuration x

., Card Dispatcher

Basic Parameters =~ -----—----- coo oo oo oo

~/ Auto Time Synchroniza... Everyday - oo:oo
@;FingerpnntMachine

@ Manual Capture

Restore De... Save

Auto Time Synchronization

The Auto Time Synchronization of the Access Control System can operate auto time
adjustment to all access control devices of the Access Control System according to specified

period and time.
Card Reader Configuration

The Card Reader Configuration is for Access Control System to read the card by setting Card

Reader parameters.

Fingerprint Machine

The Fingerprint Machine is for Access Control system to collect fingerprints.
inore}

The fingerprint associated functions are only supported by device with fingerprint

recognition module
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Manual Capture Configuration

The Manual Capture Configuration is for Access Control system to take photos remotely.
Auto Time Synchronization

Steps:

1. Open the System Configuration page.

2. Click the Common tab to enter the Common Settings interface.

System Configuration

Ca .
. .. @9

. Card Dispatcher
= P + Auto Time Synchroniza... | Everyday v o000

@FingerpﬂmMachine

@Manual Capture

3. Tick the checkbox to enable Auto Time Synchronization.
4. Select the matched day and input the time to operate the time adjustment.
5. Click the Save button to save the settings.
£
j You can click the Restore Default Value button to restore the defaults of all the local
configurations.
Card Dispenser Configuration
Purpose:

The Card Reader Configuration of the Access Control System can configure device type,
connection mode, serial port, baud rate and other parameters of the Card Reader

Configuration.

Steps:

i »3 Card Dispatcher | § i X
1.  Click the ==d icon on the System Configuration interface to open the

Card Dispatcher Configuration page.
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System Configuration ®

A.,é Common
.
@FmgeruﬂmMa:mne Serial Port Type: UsSe -
@Manual Caplure
Serial Port No..

Baud Rate

Overtime. 200 ms
Buzzing: @) Yes No
Card No. Type. General 2
Restore De Save

2.  Select the device type, serial port type, serial port, baud rate, and other parameters of
the Card Dispatcher.

3.  Click the save button to save the settings.

=

(o
It is supported using card type as regular and Wiegand.
When the BEEP is selected as “YES”, the audio will be off when you click the “SAVE” if
the Card Reader Configuration is set wrong; the audio will be on when you click the
“Save” and when you insert the card reader if the configuration is set correct.

®  You can click the Restore Default Value button to restore the defaults of the entire local
configuration.

Fingerprint Machine Configuration

Steps:

@Fingerprintr\.ﬂachine

1.  Click the icon on the System Configuration interface to open

the Fingerprint Machine Configuration page.
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System Configuration x

nl_é Common

Device type
.+ Card Dispatcher

@Manual Capture Baud Rate:
Device Code:

Qvertime:

2.  Select the device type, serial port number, baud
parameters of the fingerprint machine.
3. Click the save button to save the settings.
[NoTe]
[}
recognition module
The default value is 19200.
[}
fingerprint collecting is over.
[}

Optical fingerprint collecting ins_... | ~

Com1

19200

[t}

5000

ms

Restore De. Save

rate, device code, and overtime

The fingerprint associated functions are only supported by device with fingerprint

The serial port number should correspond to the serial port number of PC.

The baud rate should be called according to the external fingerprint card dispatcher.

Overtime refers to the valid fingerprint collecting time. If the user does not input a

fingerprint or inputs a fingerprint unsuccessfully, the device will indicate that the

You can click the Restore Default Value button to restore the defaults of all local

settings.
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Manual Capture Configuration

Steps:

@Manual Capture

open the Manual Capture Configuration page.

System Configuration x

1.  Click the icon on the System Configuration interface to

L.‘% Common
_ Size: CIF v
., Card Dispatcher
@FingerprimMacmne Quality: High v

Restore De. Save

2. Select the picture size from the dropdown list

3.  Select the picture quality from the dropdown list.

E;A
o]
m

[ ] It is supported using the picture size as CIF, QCIF, 4CIF/D1, SVGA, HD720P, VGA, WD1,
and AUTO.

It is supported using the picture quality as High, Medium, and Low.
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